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Foreword 

Because of informal congressional interest and previous historical work in computerized vote tallying, a Task Group on Voting Standards was created in January 2001.  The Task Group studied what is needed for the timely development of science based voluntary consensus standards and conformity assessment systems in support of voting systems in the United States.  The premise of the study is that comprehensive standards and testing are essential to assure the accuracy, integrity, and security of voting systems.  This study includes a review of the voting process through the use of a Voting Model developed by the Task Group.  The priorities and initiatives underway by the States and others to improve the election process are documented.  Critical issues for standards and testing are analyzed.  Recommendations are made to help ensure that the year 2004 election system improvement priorities and longer-term priorities can be achieved and sustained.

The Task Group hopes that this report will help contribute to the development of technically sound voluntary consensus standards and conformity assessment systems for future elections in the United States.
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Executive Summary

In an ideal world, a voting system would ensure that every eligible voter’s vote is correctly reflected in the total and all ineligible votes are eliminated.  However, actual voting systems are less than perfect; and on some occasions errors cast doubt on the final outcome of an election.

Comprehensive voluntary consensus standards and testing are essential to assure the accuracy, validation, and security of the voting processes used in the United States.  Nevertheless, until 1990 there were no national standards relating to voting technology.  In the mid-1980s Congress directed the Federal Election Commission (FEC) to develop voluntary standards for computer-based voting systems.  These were approved for publication in January 1990 and currently are being updated.  The current FEC effort begins the process of developing new and revised voting standards and guidelines.  National, state and local election communities, relevant technical experts, and standards organizations need to work together to build on this effort.  Conformance tests and test methodologies must then be developed to support the revised standards.

There are now underway many efforts by the States and others to improve the election process.  The success of these activities will depend on timely and technically sound standards and tests.  A fully supported coordinated oversight process for the development of standards and testing will be necessary to ensure that the year 2004 election system improvement priorities and longer-term priorities can be achieved and sustained.

To this end, the task force sees a need for the following:

1. Establish a focal point organization for the development of standards and tests for voting systems.

2. Prioritize improvements needed in the voting system that take into account inputs from the States, election officials, systems experts, and other interested parties.

3. Develop the needed technical standards and tests (in priority order). Technical areas discussed in this report are areas where standards and testing can make a significant difference.

4. Develop the needed process standards and tests (in priority order). Process management areas include such issues as voter education, poll worker training, and when to do a recount.

5. Develop a method to measure the accuracy and integrity of voting systems.

6. Develop a method to assess the impact of new standards and tests on voting system accuracy and integrity and periodically make such assessments.
1 Introduction 

Because of informal congressional interest and previous historical work in computerized vote tallying, a NIST Task Group on Voting Standards was created in January 2001 with representatives from the Information Technology Laboratory (ITL), the Manufacturing Engineering Laboratory (MEL), and Technology Services (TS).  The Task Group studied what is needed for the timely development of science based voluntary consensus standards and conformity assessment in support of voting systems in the United States.  In contrast to many other countries, voting systems in the United States are decentralized, being owned and operated by state and local governments.  Recent events have pointed to the need for standards and conformity assessment systems to assure the accuracy, integrity, and security of voting.

1.1 Voting Systems in the United States 

The election of Federal, State, and local officials in the United States is accomplished through voting systems which are owned and operated by state and local governments.  This decentralized system is a consequence of the United States Constitution
, where Article I, Section 4, Clause 1 assigns the election process for Senators and Representatives to the States:

“The Times, Places and Manner of holding Elections for Senators and Representatives, shall be prescribed in each State by the Legislature thereof; but the Congress may at any time by Law make or alter such Regulations, except as to the Places of chusing Senators.”

as well as Article II, Section 1, Clause 2 where the States appoint Electors for President and Vice President:

“Each State shall appoint, in such Manner as the Legislature thereof may direct, a Number of Electors, equal to the whole Number of Senators and Representatives to which the State may be entitled in the Congress.”

In the year 2000 elections over 100,000,000 voters cast their votes.  The voting system infrastructure in place across the United States consisted of approximately
:

· 200,000 polling places

· 700,000 voting devices 

· 22,000 election officials

· 1,400,000 polling workers

· 7,000 local voting jurisdictions

 
Figure 1-1 shows percentages of voters using the various methods of voting in the United States
.

Many States are now drafting legislation to improve their voting systems.  Issues being addressed include modernizing voting equipment, poll worker training, voter education, absentee voting, ballot design, standards for counting votes and judging voter intent, recount standards, registration procedures, voter identification at the polls, and alternative voting methods.  To sustain these reforms, standards and guidelines are needed.

1.2 Standards and Conformity Assessment for Voting Systems in the United States

Our high technology society continues to rely more and more on sophisticated measurements, technical standards, and associated testing activities.  This was true for the industrial society of the 20th century and remains true for the information society of the 21st century.  A major factor in the 2000 election was the lack of technically sound standards and associated conformity assessment activities.

“Standard” is a very common term and in widespread use in the ongoing discussions about election system improvements.  Conformity assessment is a term coined relatively recently.  Simply put, standards provide requirements and conformity assessment determines that the requirements have been fulfilled.  Official definitions for these terms are given in ISO/IEC Guide 2, Standardization and related activities - General Vocabulary:

standard 

“… a document, established by consensus and approved by a recognized body, that provides, for common and repeated use, rules, guidelines or characteristics for activities or their results, aimed at the achievement of the optimum degree of order in a given context…

Note - Standards should be based on the consolidated results of science, technology and experience, and aimed at the promotion of optimum community benefits.”

conformity assessment

“…any activity concerned with determining directly or indirectly that relevant requirements are fulfilled…

Note – Typical examples of conformity assessment activities are sampling, testing and inspection, evaluation, verification and assurance of conformity (supplier’s declaration, certification), registration, accreditation and approval as well as their combinations.”

Figure 1-2 illustrates how standards and conformity assessment (e.g. testing) lead to the deployment of standards based products and services.  In Figure 1-2, testing is highlighted as a conformity assessment process.  In fact, testing can and often does occur at every stage of standards and product/service development.  The process is dynamic and iterative.  Feedback at any stage permits improvements to the standards, tests, and products/services
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Figure 1‑2 The Standard Life-Cycle

Figure 1-3 illustrates how standards and conformance assessment (e.g. testing) provide a basis for supporting voting systems in the United States.  Bills introduced into the U.S. Congress this year typically call for a coordinated system for the development of voluntary consensus standards and conformity assessment systems for voting systems.  This is seen as the best way to support and modernize the constitutionally decentralized voting systems in the United States.   A coordinated system of standards is the only pragmatic way to assure the accuracy, integrity, and security of voting systems used in the United States.  Such a system is the best way to provide everyone with confidence in the electoral process.
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Figure 1‑3 The Standards and Conformity Assessment Infrastructure for Voting Systems

2 Voting Model

2.1 Model Introduction

The Task Group developed The Voting Model to help understand the voting process and to better describe how and where voluntary standards and guidelines could be applied to improve voting systems for the future.

The Model is a framework for considering the needs for voluntary standards and in locating the specific places in the overall process that standards can best be applied. The Model is not intended to describe how elections are carried out in every jurisdiction.  However, most of the important processes in use throughout the country can be located in this model.
The Task Group limited the amount of detail in the model for simplicity, ease of understanding, and so that the Model would be most useful for the discussion of voluntary standards and guidelines 

Figure 2-1, the “Top Level,” shows in a condensed form the processes necessary for voting to occur.  Each of the of the elements of the Top Level are shown in a subsequent diagram.  Figure 2-8 is a Voting Model Legend that explains the graphical symbols used. 

The amount of detail included is necessarily limited, and our focus was on the general flow of an election rather than on completeness.  The recount process is shown separately since it has been of particular interest in some States recently, and because the recount process is significantly different than for the initial count process.

The diagrams show processes inputs and outputs.  Material or information moving between processes is shown explicitly only where it is especially important or not obvious. 

Each diagram contains the Archive process.  The broad arrow indicates that the archive receives input from many of the processes shown.


Figure 2‑1.  Voting Model - Top Level

2.2 Voting Model, Top Level

The “Top Level” shows the basic processes necessary for voting to occur.  Recount Vote is shown under the Count Vote process, because it happens in only some elections in some jurisdictions,and because the process itself is a special case of “Count Vote.”  The Archive element represents any process or method to store information, results, records, or material for historical or audit purposes.  The broad arrow indicates that the archive receives input from many of the processes shown.

2.3 Voting Model, Second Level

The following figures show the second level of the Voting Model.

Figure 2‑2. Select Voting Technology

In Select Voting Technology, the left part of the diagram is the process of developing equipment and other systems while the right part is procurement leading to Set Up Balloting.  When needs and requirements are defined, they may be met either by existing technology or by developing new technologies.  The defined needs are inputs to both these sub-processes.  Available technologies and policy are considered when defining needs.  The process of Evaluate and Select Voting Technology depends on Resources, Regulations and Schedules and Available Technologies.  For instance, a need for new counting machines that is constrained by a scheduled election may be met by procuring available machines.  If the requirements cannot be met by existing technology, this creates a market demand for the development of new technology.

The process Procure/Retain Voting Equipment indicates that in some cases, available technologies will be procured and in other cases current equipment will be retained for use, or a combination of the two will be used.  The overall output of the process is voting equipment used in the Set Up Balloting process.

The Archive will get information about existing equipment and its performance, development requirements, equipment tests and evaluations, and data about any equipment used in past elections.

Figure 2‑3. Register Voters

A voter applying for registration initiates the Register Voters process.  This may be on-line, in person such as at a motor vehicle administration office, or by mail.  The application is processed in accordance with the rules of the jurisdiction.  A variety of lists are used to process the application. Some examples of lists are: 

· Residents

· Felons

· Deceased persons

· Voters who have registered in other jurisdictions

The applicant is notified as to the registration results.  In some jurisdictions the voter is not considered registered until the applicant receives a voter registration card.  The Registration lists are updated for each election, and used in the next process, Set Up Balloting.  Update Registration Lists includes adding new voters and purging 

The Archive receives such information as applications, notifications, registration lists, the other lists mentioned above, and rules.

Figure 2‑4. Set Up Balloting

The Set Up Balloting process is more complicated than others. It is here that much of the pre-election activity takes place. Many jurisdictions have elaborate checklists for carrying out the processes shown here. No attempt has been made to include the scheduling or name those responsible for each process, but these aspects of this activity are very important to preparing for an election.

The registration lists shown include all the registered voters for the jurisdiction.  Prepare Voter Lists process creates both the lists used at each polling place and the notification of potential voters as to where they should go to vote.  The Educate Voters process has been identified by many jurisdictions and voting professionals as an effort that can lead to greatly improved elections.

The “tools” referred to in Design Tools for Voters include normal ballots, electronic voting information, displays and screens, absentee ballots, information available at voting places to assist voters, training material for polling place workers, and any material or information needed to enable the voting to occur. In the Set Up Tools process, the materials and information are made ready for the voters.  The materials and information include programming electronic or mechanical voting machines, translating ballots into other languages, and training of polling place workers.  The outputs of this process are lumped into two categories: Deployed Voting Equipment and Ballots, such as absentee ballots. Deployed equipment exists at polling places for people and at collection places for absentee ballots.

A separate process gathers many diverse activities under Set Up Logistics.  Logistics includes polling place workers, spaces and facilities, and equipment. Preparation, testing and maintenance of machines may occur here.  

The Archive accepts ballots, slates, equipment programs, training materials, action plans and check lists, and any other material developed by the processes shown.

Figure 2‑5. Conduct Vote
This stage is where the voter, makes his/her choices on the slate.  Conducting the vote is done either in polling places or by an absentee process.  Absentee voting is an option in most states.  However, some states such as Oregon require all voters to vote by mail-in ballots (absentee.) We describe this part of the voting process for polling places and make distinctions for absentee voting when necessary.

On the voting day, the potential voter arrives in the polling place.  The first step in the conduct of the vote is to verify and authenticate the voter’s identity.  This can be done either by a simple ID check (e.g. driver's license) or sophisticated methods such as biometrics.  Once the voting official verifies the identity of the potential voter, the next step is to authorize the voter to vote in this particular polling place. This can be achieved by simply checking the identity of the potential voter against the printed or automated list of eligible voters for that polling place.  This check also verifies that this voter has not voted earlier in that day.  The Voting official authorizes the voter by providing him/her with either the a ballot or a key to operate the computerized voting equipment  In some direct recording electronic (DRE) systems, an electromechanical key is used.  In most cases, these keys are electronically produced on the spot for the voter and allow the voter to vote within a fixed period of time.  In the case of absentee voting, the ballot forms that come through the mail provide necessary authorization for the voter to vote.  In such a case, the voting officials processing the absentee voting application are responsible for verifying the voter identity from the information provided by the applicant. 

Having been authorized, the voter goes to the voting equipment.  If the voting equipment is of the DRE type, the ballot is presented to the voter by the voting machine.  In some paper ballots (such as punch cards) the slate is presented to the voter in the voting booth separate from the punch card itself.  In any case, the voter makes choices.  Before submitting the vote, the voter usually has a chance to make modifications to the choices.  For DRE type voting equipment, the machine asks confirmation on selections.  For optical scan and punch card systems the voter has a chance to review the selections before either submitting the ballot to the officer or to the optical scanning device.  If a modification is needed on the punch card type ballot, the voter may ask for a new ballot.

Once the voter confirms the choices and decides that these choices represent his/her intent, he/she submits the vote either to the voting machine or to the voting official.  If the vote is submitted to the machine, there may be another level of checking against the allowed combinations of choices programmed into the machine.  If such a check results in an invalid vote, the voter is immediately notified by the machine and given another chance to review and modify the choices.  This option does not exist in absentee voting or centrally counted systems.

The result of this stage in the voting process is the submitted vote, which is ready to be counted.  All the relevant documents and equipment such as voter lists for the polling places, list of authorized voters, and some copy of cast votes are archived.
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Figure 2‑6. Count Vote

The Count Vote process applies to paper-based ballots and to other forms of voting such as electronic voting.  Submitted Votes are first checked for readability and validity.  This may be done manually, but is more often an automated process.  Valid votes are counted and archived.  Problem votes are further examined and either determined to be valid or rejected.  Rejected Votes are archived.  Valid votes are counted.  The totals of votes are verified and summed and passed on to the Certify Results process.

Figure 2‑7. Recount Votes

The Recount process is initiated by either pre-determined conditions in the count, such as a margin less than a statutory amount, or by actions of a candidate or a party.  Since not all votes are always recounted, the scope of the recount is determined and the appropriate votes are retrieved. The recount may occur at the same place or at a different place than the original count.  The rules for the validity of recounted votes and for resolving ambiguities in recounts are not necessarily the same as for original counts, so the rules are indicated here.  The rest of the recount process is shown as similar to the original count process, including Resolve Problem Votes, Check Readability and Validity of Votes, Count Valid Votes, and Verify and Sum Reported Totals.
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Figure 2‑8. Voting Model Legend

The graphical symbols used in the Voting Model are explained in this Figure. The Number of symbols used has been kept to a minimum to enhance ease of use and understanding.
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3 Critical Issues

The administration of elections is a complex enterprise involving 200,000 polling places, 7,000 jurisdictions, 1.4 million poll workers, more than 700,000 voting machines, 100 million voters and 22,000 elections officials.  As depicted in The Voting Model, election system improvements will need to encompass modernizing voting equipment, poll worker training, voter education, absentee voting, ballot design, standards for counting votes and judging voter intent, recount standards, registration procedures, voter identification at the polls, and alternative voting methods.

This section examines the critical issues for updating voluntary consensus standards and conformity assessment systems and improving confidence in voting systems in the United States.

3.1 States’ Needs and Priorities

There are many activities underway on election system improvements.  Some preceded the year 2000 election but most activities are in response to that election.  A few of these activities are national in nature, such as the efforts of the National Commission on Federal Election Reform
.  Most of the activities are by State associations, local government associations, and individual State task forces and committees.  Some have already issued their final reports:  other reports are expected over the next few months.

The National Conference of State Legislatures has been tracking election reform legislation.  As of May 4, 2001, the States had signed 130 bills on election reform into law
.  All of this activity shows a convergence of States’ needs and priorities (see Appendix 2).  While many issues have been identified, the following ten have surfaced as primary concerns:

1. States should modernize their voting process as necessary, including voting equipment, voting technology, voting system and voting process management.  

2. States should enhance the integrity of the absentee voting process.

3. States should improve the voter registration process and assure accuracy of voter rolls.

4. Existing voting standards under the Federal Election Commission (FEC) date from 1990 and need to be updated. 

5. States should conduct aggressive voter-education and broad-based outreach programs.

6. States should provide continuous training and certification for election officials and should expand poll worker recruitment and training programs.

7. States should establish clear recount procedures from initiation of the recount process through the procedures for counting and totaling recounted votes.

8. Ballot designs need review for clarity, for functionality and for neutrality of language so that voters can properly execute their votes.

9. States should implement well-defined, consistent standards to determine what constitutes a vote throughout the election process, to ensure accurate vote counts and to minimize voter error.

10. The voting process needs to be accessible for all voters, including the elderly, disabled, minority, military and overseas citizens.  Attention needs to be paid to secrecy of the ballot and full independence of voters.
Modernization of the voting process to address the cited needs will require: updating equipment; training of election officials and poll workers; voter education; and testing and standards for equipment and for management of the voting process.  Meeting the States’ needs and priorities in a coherent fashion will also require an integrated approach that addresses all parts of the voting process. 

Voluntary consensus standards, when adopted, can ensure performance at a certain level.  In the case of a voting system, equipment performance, for example, can be measured in terms of types and frequency of errors of various sorts.  Testing assures the States of a scientific basis for decision-making in the selection of equipment; the availability of standards can assure the States of a high degree of equipment accuracy.  Together, voluntary consensus standards and testing provide a means to assure that the actual utilization of equipment or of a procedure produces good results. 

The Federal Election Commission (FEC) standards for voting equipment, Performance and Test Standards for Punchcard, Marksense and Direct Electronic Recording Voting Systems, were issued in January 1990.  There is a supporting testing program for voting equipment, operated by the National Association of State Election Directors (NASED).  It is well known that the FEC standards are out of date, and the up of updating these standards is now underway.  The National Association of Secretaries of State (NASED) has supported the FEC update to the standards and the development of additional standards for new and existing voting systems
. 

While updated and new standards and testing are needed for existing and new voting technology and equipment, the States have also identified the need for additional new guidelines, standards, and testing for election process management in the areas of:

1. Voter registration

2. Design of instructions and ballots

3. Voter identification at the polls

4. Vote casting (including absentee)

5. Vote counting

6. Vote recounting

7. Voter education

8. Poll worker training

Since the start of the 107th U.S. Congress this year, over twenty bills on election reform have been introduced
.  Many of these bills would provide for a new organization, or strengthened versions of existing organizations, to oversee the development of a more standardized and modernized election process in the United States 

An oversight organization for coordinated planning and coordination for a standardized and modernized election process is critical, and should be identified and supported by the U.S. Government.  This approach has worked well in other areas, for example the National Conference of Weights and Measures
.  An extensive array of voluntary consensus standards will be required to ensure the accuracy and validation of voting systems in the United States  The States and local governments will collectively benefit from a uniform source of such standards and tests, which can only be developed and maintained through planning and coordination.

The FEC and National Association of State Election Officials (NASED) currently contribute to voting system standards and testing.  Other organizations that have expressed interest in participating include the American National Standards Institute (ANSI), the American Society for Testing and Materials (ASTM), the ACM U.S. Public Policy Committee (USACM), the Institute for Electrical and Electronic Engineers (IEEE) and the National Committee for Information Technology Standards (NCITS).  Other stakeholders in the development of standards for voting systems include voting system vendors and State and local election officials.  Such stakeholders participate directly and through organizations such as the National Association of Secretaries of State (NASS).

Identifying and supporting an oversight organization for coordinating the standards process is critical.  The U.S. Congress, States, and local governments all have a goal of major election system improvements in time for the 2004 elections, therefore standards and tests need to be developed by 2002 in order to allow for system procurement and implementation as needed.  This is a very challenging schedule.  To meet it, a business plan should be immediately developed and implemented quickly.

The following sections provide analysis of critical standardization issues, and are intended to help with short term and long term business planning.

3.2 Statistical Metrics

3.2.1 Background

In an ideal world, a voting system would ensure that every eligible voter’s vote is correctly reflected in the total and all ineligible votes are eliminated.  However, actual voting systems are less than perfect; and on some occasions errors cast doubt on the final outcome of an election.  Different states and localities have individual and different voting systems; but all States provide for recounts. 

Trust in the outcome of a particular election depends on comparison of the individual voting system in use with a “perfect” system: how close to “perfect” is the current system and how big is the margin of victory?  For an election with a wide margin between the winner and the losing candidate(s), the tolerance for errors in the voting process is greater than for a closer outcome.  Just how large a margin is required for an unequivocal election outcome is determined by how prone the voting system is to errors.  And this can be measured.

Potential for error occurs in processes that determine voter eligibility, cast ballots and count votes.  Different voting systems are vulnerable in each of these aspects to different degrees. The first step toward improvement of a particular voting system is to measure how much each of these vulnerabilities contributes to the final uncertainty in the vote totals and the election outcome.  The uncertainty due to each vulnerability can also be measured. 

3.2.2 Issues

Statistical issues in the voting system become manifest whenever there is reason to question the outcome and certification of an election
.  Questions then often take the forms:

· Who voted?  Of all the ballots cast, how many were actually cast by “ineligible voters?”  How many eligible voters were denied authorization to vote?

· What is the chance that the outcome would have been altered if all eligible voters had been able to vote and all ineligible voters had been denied?

· How accurate are the vote totals?  Given the votes actually counted (correctly or not) and the votes not counted (at least some of which could be read and correctly counted), what is the chance that the outcome would be altered if a perfect count had been made?

· In the end, how certain is the outcome?  Errors in vote totals can arise from equipment error or malfunction, from voter misclassification as eligible/ineligible, from inaccurate vote recording due to voter error or from an unlucky combination of voter-ballot-equipment.  Failures of any of these can generate overcount, undercount or miscount.  So, at the end of the process, how much uncertainty in the total is generated? How big a margin is needed to settle the outcome without reasonable doubt?  

· Is a recount needed?  Setting aside legal requirements for a recount, which differ from State to State, the real question is whether the election outcome is sufficiently in doubt to warrant the recount effort.  In other words, is the uncertainty too large compared to the winner’s margin; OR is there a potentially important bias present?

The avenues to improving a current voting system produce yet more questions of a fundamentally statistical nature.  What constitutes an accurate assessment of a current voting system?  That is, how close is the current system likely to come to a “perfect” system?  Discrepancies in comparison to a “perfect” system can be thought of as having two aspects.  

The first applies systematically to a defined segment of the voting population; this is bias.  For example, a selective bias against senior citizens (and other arthritic voters) because of an overly stiff lever arm to punch a punch card ballot would lessen the number of votes recorded for these voters.  This bias would then also translate into a bias in vote total against for the candidate preferred by senior citizens because of the discarded ballots.  
The second aspect of discrepancy is the magnitude of the uncertainty (due to all the multiple possible causes combined), which affects the entire voting population; this puts a range around a vote total, just as an opinion poll states a “margin for error.”  Unlike an opinion poll that is variable because only a sample of people has been surveyed, the uncertainty in the vote total comes from errors and mishaps throughout the voting process.  This uncertainty covers everything from registration errors to faulty vote casting and counting.  It occurs because of machine variability (two optical scan devices with different sensitivities could actually count some faintly marked ballots differently), and because of human factors (correctness in marking a ballot).  In the end the uncertainty quantifies the range of vote totals that likely would have been obtained had the voting process been repeated many times over in search of the “true” vote totals.  

Putting numerical values on the discrepancies answers two questions quantitatively:  How big is the potential bias in the system?  How uncertain is the final result?

· How much does each element in the voting system contribute to the overall discrepancy from a “perfect” system?  Answering this requires separating the biases and breaking down the uncertainty by the voting system elements that are the sources
.

· How much improvement could be expected from each change that might be introduced and at what financial cost?  Once the biases and uncertainties are available for each current practice and each alternative under consideration, the costs can be compared for each option for change using whatever cost-benefit ratio the State or locality finds appropriate.  This allows officials to make more informed choices.

3.2.3 Statistical Metrics and Standards for Voting Systems

At present there are no standards or comprehensive best practices guidelines to cover the overall performance of a voting system. Although many States and Districts have codified the steps in setting up an election, there are no best practices guidelines for most parts of the process and none for the process as a whole.

No standards exist for determining the overall uncertainty or the overall potential for bias in a voting system.  More importantly, there are no standards or guidelines for measuring or estimating these.

Many concerned parties have identified potential sources of discrepancies, possible biases, and sources of uncertainty.  Thus, the first task in considering which standards might be most useful, is to ascertain – in a scientifically and statistically sound way – just how much discrepancy, either potential for bias or contribution to uncertainty, comes from each part of the process.  

A variety of statistical techniques are available to apply to assess a voting system currently in place.  Well-established statistical methodology can be applied in each kind of assessment.  Some examples are:

· Data from past elections, where this has been kept systematically
 
 is a starting point for statistical analysis.

· Testing of equipment and ballots can address individual steps in the voting process.  Subjects who represent the diversity of the voting population would be used.  Proper statistical design of the tests would be important, as would analysis of the test data with statistical adjustment to account for the demographics of the local population.

· Statistically designed observational studies in selected precincts, even for local elections, can estimate the contributions at each step both to bias and to uncertainty.

One specific example is determining the accuracy of voter registration lists with respect to completeness, incorrect inclusions of ineligible voters, and correctness of entries.  Accuracy of the voter registration lists depend in turn on the accuracy of the lists used in crosschecking applicants’ names, such as lists of deceased people, felons, and other ineligible voters.

Another example is that no guidelines or statistically valid procedures currently exist for use in determining the necessity of a recount beyond the rule of thumb Saltman presented and justified for a simplified election scenario.
 Methodology for relating winning margin to voting system uncertainty in a scientifically and statistically valid way exists.  Also, methodology exists for measuring the potential impact of a faulty element, such as unsuccessful ballot design.  These methodologies have not been applied to voting that we know of.

For industrial processes, there are guidelines and procedures for easy-to-implement contemporaneous monitoring to detect breakdowns or faults in the process virtually immediately.  These have not yet been applied to the voting process.

There are two fundamental differences between a voting system and other complex processes:

1. The people who participate in the process are as diverse as the citizens of the United States and the system must work for them all equally; most other processes are run by individuals with specific skills; and 

2. The process needs to work the first time because that is the ONLY time a particular election is held; most other processes can be re-tuned until they run satisfactorily.

Standards and best practices guidelines for Voting Systems need to address the human interaction
 with the mechanical elements of the system.  Where State laws allow, introducing contemporaneous detection and correction of flaws or errors in a voting system may reduce the likelihood of recount by correcting flaws that could introduce bias and reducing the uncertainty that comes from imperfect ballot casting and counting.  This could happen by, for example, increasing the number of valid votes.

3.2.4 Representing Statistical Issues in terms of the Voting System Model
At the “Top Level” of the Voting System Model, Statistical Metrics enter directly in Voter Registration, in the actual Conducting of the Vote, in the initiation of a Recount and in the Certification of the outcome with an associated statement about the final uncertainty.

Statistical Metrics have equal importance in the establishment of fair and adequate test procedures, formulae for analysis and reporting of test data.  One important aspect to these test procedures is the provision of a “population-basis” for testing so that the results are directly applicable to the diverse population that will actually utilize the equipment or the ballot or the procedure being tested.  This extends beyond typical equipment testing programs that are designed to measure only the equipment variability
.  In the case of a voting system, human interaction with equipment, ballots and procedures are generally recognized as far more likely to be the source of error
; the testing must allow estimation of these important potentials for error as well.

While measuring the potential for errors is one measure of success, a different but important second measure is ease of use because this contributes to the willingness of voters or of election officials to use a procedure or a piece of equipment.  For example, more potential voters will vote if the equipment and procedures are less intimidating.

Table 3-1 indicates the various roles for Statistical Metrics within the Voting System Model at a more detailed level.

Verification of the assessment of overall uncertainty in an actual election also requires statistical metrics; existing statistical methodology for observational studies and inference can be applied. Development and Implementation of Statistical Metrics

3.2.5 Development and implementation of Statistical Metrics

The development of appropriate statistical metrics involves modeling processes and determining associated uncertainties, i.e., measuring, monitoring, designing experiments, and building computational algorithms. Both the development of standards for a Voting System and the formulation and verification of Best Practices Guidelines need to utilize statistical principles and methodologies for measuring, analyzing and monitoring the processes involved at each step in a Voting System. 

Statistical Metrics can be used to to improve the Voting System.  They are also needed during any process of defining standards or assessing uncertainty, whether these are for equipment manufacture or for measuring ease of utilization.  Verification of improvement in pilot programs also requires statistical design and analysis. 

Specifically, Statistical Metrics should provide mathematical formulas for calculation and portable software for scientifically based estimate of the potential for discrepancy in the election.  Such formulas would calculate the overall uncertainty of a Voting System, calculate the portions of this uncertainty due to each major source and calculate the potential for bias based on what is known about each part of the Voting System.  The next step is to provide statistically and scientifically correct methodology (and software) for comparing the winner’s margin to the magnitude of the discrepancy and for answering the question, “What is likely to be gained by a recount?”  

Quality control procedures are another kind of direct contribution based on statistical metrics.  These procedures can be applied to estimate the accuracy of voter registration rolls and the accuracy of lists used to determine voter eligibility on either an intermittent or ongoing basis. 

A different use of statistical quality control methodology is to monitor an election contemporaneously.  In this case, the purpose is to detect flaws in any part of the voting process to institute correction, equipment repair,  or any other intervention as needed without delay.

States need Statistical Metrics in a “Toolkit of Best Practices and Standards” for States to adapt as they find them applicable.  A useful “Toolkit” should include the direct measurements of the election results and an accompanying statement about the remaining uncertainty during the course of an election, beginning with voter registration, continuing during the course of the actual voting process and concluding with certification.  

The Statistical Metrics for standards development and for a certification program include Best Practices in experimental design and in analysis of results for both performance assessment of equipment or technology, and performance assessment using “population based” testing.  

The best test is to validate improvements to a voting system in carefully conducted pilot studies with measurement of results in selected districts before and after improvements are instituted.  The change process and the impacts of changes could then form the basis for a composite case study, which States, election districts or even precincts could use to model self-improvement as they find appropriate.

3.2.6 Model Processes and Statistical Tasks

The requirements for statistical metrics, for statistically based monitoring, statistically based decision procedures for recounts, and statistical design and analysis of testing, are identified for each of the processes and input information in Voting Model.

Where appropriate, the specific statistical task is identified.  Were the application of statistical methodology is to the design of experiments, the composition of the panel of testing personnel, followed by the statistical analysis of data from either an observational study or from testing experiments, the task is simply identified as “statistical test (or study) design and analysis” 

	Model Processes and Statistical Tasks Needed for Implementation

	Process
	Statistical Task

	Select Voting Technology
	

	Define needs and requirements
	Statistical design and analysis of tests for equipment types (new and old)

Statistical design and analysis of test for software performance (for equipment utilizing software)

Statistical computation of uncertainties associated with each type

Statistical design and analysis of tests and studies of ease of use and of accessibility for each type

Statistical design of testing and monitoring procedures for adopted system (new or old)

	Develop new technology
	

	Evaluate and select technology
	

	Retain existing system
	

	Procure and test new system
	

	Register Voters
	

	Lists: such as Residents, also Deceased Persons, Felons, 
	Develop statistically-based assessment procedure for assessment of list accuracy 

Develop statistically-based monitoring procedure for on-going list checking 

	Apply for registration
	

	Process application
	

	Maintain registration list
	Develop quality control procedures and statistical monitoring for assessing accuracy and timeliness of registration list.

	Send registration card
	

	Prepare polling place lists
	

	Issue polling place notice
	

	Set Up Balloting
	

	Design tools for voters
	Statistical test design and analysis

Statistical computation of (all sources of ) uncertainty associated with ballot as designed

	Set up tools
	

	Educate voters
	Statistical assessment of voter response to education materials

	Set up logistics
	

	Conduct Vote
	

	Identify voter
	

	Authorize voter
	Statistical test design and analysis of authorization procedure

	Select vote
	Statistical test design and analysis of vote selection procedure

Statistical computation of uncertainty associated with vote selection

	Confirm vote
	

	New selections
	

	Discard/reject
	

	Acknowledge vote
	Real-time monitoring of accuracy of vote selection (with or without vote acknowledgment to the voter)

	Assess voter satisfaction with voting process
	Statistical study design and analysis of voter satisfaction

	Count Vote
	

	Read and interpret the vote
	Statistical design and analysis of tests of accuracy of vote interpretation

Statistical analysis of vote tabulation errors, with identification of frequency by source

	Check validity of votes
	Statistical analysis of validity data (both test and actual election data)

	Resolve disputed vote
	

	Count the vote
	Statistical computation of uncertainty associated with vote totals

(Where permitted) Statistical monitoring of vote count for contemporaneous check of accuracy

	Authenticate and sum reported counts 
	Statistical computation of aggregate uncertainty associated with summed vote totals  (Input to assessment of need for recount)

	Certify Vote
	Statistically based statement of aggregate uncertainty in certified vote totals

	Recount
	

	Recount initiation
	Statistical rules derived from statistical decision theory to estimate likelihood of change in election outcome based on winning margin and voting system uncertainty 

	Determine scope
	Statistical estimation of uncertainty by location, by demographics, by equipment type


Table 3‑1 Model Processes and Statistical Tasks Needed for Implementation 

3.3 Hardware and Software Testing 

3.3.1 Background

The large variety of available voting methods and the local responsibility for the election process leads to a very complex voting environment.  As identified in the Voting Model, a typical voting system performs voter identification, contains equipment used for vote casting and counting, and is supported by data storage and communication facilities.  These subsystems all utilize specially designed hardware and software.  While such complex and decentralized systems allow for flexibility and innovation, they also require an extensive set of operational and performance standards to function properly.

3.3.1.1 Voting Standards

Until 1990 there were no national standards relating to voting technology.  In the mid-1980s Congress directed the Federal Election Commission (FEC) to develop voluntary standards for computer-based voting systems. These standards, now part of the FEC's Voting Systems Standards Program, are voluntary in the sense that each state can choose whether or not to adopt them.  According to the Congressional Research Service Report on Voting Technologies in the United States,
:

“The standards, developed in collaboration with the National Association of State Election Directors and approved in 1990, had been adopted in whole or in part by 32 states as of November 2000.  These standards are developed for both hardware and software and include functional and documentation requirements, performance characteristics, and testing procedures for punchcard, marksense, and DRE systems.”

According to the FEC website
: 

"Voting system standards are documented agreements containing technical specifications to be used consistently as guidelines to ensure that punchcard, marksense, and direct recording electronic (DRE) voting systems are accurate and secure.  The standards include functional criteria (things that any voting equipment must do) along with technical requirements for: hardware, software, security, quality assurance, and documentation.  The standards also include testing procedures to ensure that voting systems meet these requirements." 

3.3.1.2 Testing Voting Systems in Support of the Standards

Although comprehensive standards improve the accuracy of results of elections by minimizing the variability in the performance of different types of voting systems, they are not by themselves sufficient to achieve this goal.  Standards are often documents composed of abstract specifications.  They need to be linked to the real world by formal or informal testing programs that attempt to ensure that products claiming to implement the standards do, in fact, conform to the requirements of the standards.

The FEC states that its standards "call for three levels of tests to be performed on voting systems to ensure that the end product works accurately, reliably, and appropriately:

· Qualification tests to be performed by Independent Testing Authorities (ITAs) designated by the National Association of State Election Directors

· Certification tests to be performed by the State, and

· Acceptance tests to be performed by the end user.

Qualification tests, conducted by an independent testing authority, encompass:

· A selectively in-depth examination of the software

· An inspection and evaluation of system documentation

· Tests of hardware under conditions simulating the intended storage, operation, transportation, and maintenance environments, and

· Operational tests verifying system performance and function under normal and abnormal conditions."

Certification tests, as defined above, are not discussed further in the FEC standards, and there is only a short overview of acceptance testing.

3.3.2 Issues

This section discusses the needs in voting standards that have been identified by the states, national organizations, and other election experts, as well as the conformance test environment that would be required to support the standards.

3.3.2.1 Voting Standards

It is generally recognized that the existing set of FEC standards, although a laudable accomplishment for its time, is many years out of date and is in serious need of revision and enhancement.  Doug Lewis of the Election Center recently highlighted the inadequacy of the existing standards
: 

"To begin with, Congress should give the Federal Election Commission (FEC) -- or some successor agency -- both legal authority and sufficient funding to update nationwide standards for voting systems."

The National Association of State Election Directors (NASED), in their February 4. 2001 Resolution in Support of Federal Election Commission Appropriation Request
, stated:

 "... there is a need to accelerate the updating of the Voluntary Federal Voting System Standards that were published in 1989."
This view is supported by the February 6, 2001 Election Reform Resolution of the National Association of Secretaries of State (NASS) 
, which stated:

Congress should "…fully fund the continuous update of the Federal Voting Systems Standards developed in consensus with state and local election officials." 

The Select Task Force in Florida has also recognized the need for standards "that focus primarily on the technical specifications for and reliability of voting equipment" along with the standards that focus on the users of the equipment.  Furthermore, it recommended
:

"…standards for counting ballots to determine voter intent should be very specific for each type of voting system now in use." 

The FEC standards need to be updated and extended to address:

· Revised performance requirements for voting equipment resulting from science-based estimation of allowable voting uncertainties (see Section 3.2), 
· New types of voting equipment and system functions (see Section 3.3),
· Usability issues, including standards for the design of ballots or other aspects of the voter interface including performance standards (see Section 3.4),

· The requirement that voting systems be accessible to voters with disabilities or other special needs (see Section 3.5),

· Modern techniques of voter identification and authorization (see Section 3.6),

· Computer security and privacy concerns that did not exist or were not fully recognized when the existing standards were developed (see Section 3.7),
· Aspects of the current standards that might be having the effect of unduly restricting the use of state-of-the-art technology,
· Electronic data storage archives of votes, tallies, and related information (see Section 3.8),
Some sources have suggested that the FEC standards also be extended into entirely new areas.  NASS proposes that Congress "fund the development of voluntary management practices standards for each voting system." 
  These would supplement the existing technical standards for voting system hardware and software.

Likewise, NASED has stated that 

"voluntary standards should be developed to address operational functions associated with voting systems, including such functions as acquisition, installation, testing, training, administration, and maintenance of existing and new systems." 

The FEC fully recognizes the need for revised and enhanced voting standards, and is in the process of drafting revisions to the current specifications.  The draft documents are scheduled for public review and comment in two segments – Volume I in late June 2001, and Volume II in October 2001.

" Volume 1...will contain the technical standards, i.e., documented, consensus agreements between users and manufacturers that contain specifications which govern system functionality, software requirements, transactions audits, security measures, and methods to manage different configurations."

"Volume II will contain the test plans and procedures for the subsequent examination of all automated vote tabulation systems by the independent test authorities certified by the National Association of State Election Directors."  

3.3.2.2 Testing New Voting Systems

Enhanced or new voting system standards would have limited value if a state or election district could not determine whether or not a given voting system did, in fact, conform to the requirements of the standards.  In general, this determination process has three main components: testing the voting system hardware, testing the software, and system-level testing of the integrated operation of both the hardware and software.  Therefore, the following need to be developed:

· A comprehensive set of conformance tests and supporting requirements, corresponding to each type of equipment covered by the voting system standards, that would test candidate systems against what should be expected of them.  These tests would include an appropriate assessment of the accessibility, usability, etc., of the equipment,

· Detailed procedures for conducting these tests,

· Criteria for evaluating the test results, including accept/reject criteria,

· Procedures for evaluating, naming, and overseeing the test authorities who would actually perform the tests,

· Policies for the granting of certification to those systems that were judged to have passed the tests,

· Procedures for handling appeals, retests, etc.

These tests and test procedures should fundamentally follow the same approach as do the ones now in place supporting the current standards.  Namely, they should, in the words of the FEC, "address what a voting system should reliably do, not how the system should meet this requirement."  It should not be the intent of the standards "to impede the design and development of new, innovative equipment by vendors.  Furthermore, the standards ought not force vendors to price their voting systems out of the range of local jurisdictions." 

The FEC certifies types of voting systems (brands, models, etc.)  States and election districts, on the other hand, conduct acceptance testing to make sure that the actual equipment that they procure works in the environment it will be used in.  There may be a need for Federal guidelines for this sort of acceptance testing that could be adapted by the states and localities according to their respective laws and practices.
3.3.3 The Next Steps

The current FEC effort begins the process of developing new and revised voting standards and guidelines.  National, state and local election communities, relevant technical experts, and standards organizations need to work together to build on this effort.  Conformance tests and test methodologies must then be developed to support these revised standards.

3.3.3.1 Setting Voting Standards 

The process of setting new consensus voting standards would include:

· Studying existing Federal, state, and local codes governing voting system hardware and software, and the specifications of the current standards,

· Holding workshops with the election community, national organizations, vendors, and others to identify general objectives, priorities, and target dates,

· Coordinating a comprehensive program of work to develop new standard specifications,

· Providing laboratory testbeds to support the standardization effort.  These testbeds could develop voting system reference implementations to ensure the correctness of the standards by reducing ambiguities and inconsistencies,

· Initiating an outreach/training program toward widespread understanding of the new standards and guidelines.

3.3.3.2 Developing Conformance Tests and Test  Methodologies

The process of developing conformance test equipment, suites, and methodologies corresponding to the new consensus voting standards voting systems would include:

· Determining estimated uncertainties associated with available voting technologies,

· Based on these uncertainties, assessing testing and validation methods for each existing voting system, including voter identification and authorization hardware and software,

· Developing test cases, procedures, and policies for the conformance testing of the new voting systems,

· Developing automated test equipment for the validation of voting system implementations,

· Developing diagnostic tools for voting system hardware and software,

· Providing a laboratory testbed for the development of the tests and the test methodologies,

· Establishing an appropriate testing infrastructure,

· Initiating an outreach/training program to ensure widespread acceptance of the new tests and methodologies.

3.3.3.3 Accrediting Testing Laboratories

Several testing laboratory accreditation programs, e.g., the National Voluntary Laboratory Accreditation Program (NVLAP) 
 and the American Association for Laboratory Accreditation (A2LA) 
, have proven successful in establishing programs to meet sp0ecific needs for accreditation in different testing and calibration fields.  Such an environment may be appropriate as well for voting system standards.  A program of this type would assist the election process by establishing assessment criteria to be used in selecting the Independent Test Authorities (ITA) who would actually do the conformance testing.  Such a program would assess the ITAs' test facilities and equipment as well as its personnel, knowledge, and experience with particular test procedures.

Usability

People use a wide variety of tools and technologies, from screwdrivers to spreadsheet software, to accomplish their goals. When we evaluate the usability of these tools, we examine how well they support their intended function for the expected audience. The major dimensions of usability are: 

· Effectiveness: Can the user successfully accomplish the intended task? Does the tool provide all the operations that are appropriate? 

· Efficiency: Can the user accomplish the task within a reasonable amount of time? 

· Learnability: Can the user figure out how to use the tool? Is the learning effort commensurate with the inherent complexity of the task? 

· Satisfaction: Is the experience of using the tool free of unpleasant side effects (e.g. excessive noise). 

For a broad overview of usability concepts, see the National Cancer Institute's usability site 
 and the resource section of the Usability Professionals Association.
 

Note that usability evaluation normally excludes questions about actual malfunctioning of the technology or the use of a tool for the wrong purpose: if the screwdriver handle breaks off, or if it is used to pound in a nail, there is a problem, but it is not one of usability. Conversely, a screwdriver with a handle so small and smooth as to make it difficult to grip firmly does have a usability problem. 

The distinction between usability and accessibility is not clear-cut. Broadly speaking, usability pertains to problems that potentially affect the general population, while accessibility pertains to problems encountered only by those with specific disabilities. 

3.3.4 Usability Problems for Voting

In the context of voting, the users are the voters, the tools are the mechanisms by which voters record their choices, and the purpose is to allow voters to record their choices quickly, accurately, and with confidence that they have done so correctly. When we apply the general concepts of usability to the voting process, we can discern a variety of potential difficulties: 

· The voter might not understand the voting mechanism. 

· Confusion about which token represents which candidate. 

· Confusion about how to manipulate the mechanism (e.g., must use magic marker, not pencil; how to correctly mark an optically scanned ballot; how to write in a candidate). 

· Voter may or may not realize that he/she does not understand the voter interface. 

· Physical difficulty executing the voting operation. 

· The voting process may take too long, because the interface is confusing or just tedious. 

· Voting mechanism does not provide a simple way to change a vote. 

· Voting mechanism does not provide adequate confirmation that vote was successfully cast 

The 2000 election provided examples of several of these items. The butterfly ballot layout used in Palm Beach, Florida may have caused votes to be cast for an unintended candidate. So-called overvoting (marking a ballot for several candidates in the same race) may have been a common phenomenon for both optically scanned and punch-card ballots. There were many reports of voters having physical difficulty using a stylus to punch holes in the cards. Note in particular, the finding of Florida's Task Force that ballot designs for statewide and national elections need to be reviewed so that voters clearly understand the ballots and can properly execute their votes.

Usability issues arise where voters are directly involved. Most of the boxes in the voting model represent processes for which election officials are the ones performing the indicated action. However, within "Conduct the vote," it is the voter who "makes choices,” "modifies vote,” and "submits vote." If there are usability problems, this is where they will occur. 

This does not mean we can afford to ignore earlier stages of the voting process. Although usability problems occur on Election Day, they are typically caused earlier, when the mechanisms that voters must employ are designed and set up. In particular, it is within the design and setup of the tools for voters (part of Set up Balloting), that we seek to improve the usability that results during the conduct of the vote. 

There is also an indirect relationship to the "select voting technology" phase, in that each technology has a distinct set of usability issues.  Note that there has been recent research suggesting that paper ballots, optical scanning devices, and lever machines have a 2% error rate, significantly lower than punch card systems and direct recording electronic devices (DREs) at around 3% 
.

Finally, within the "Set up Balloting" process, we cannot ignore voter education efforts. While usability experts strive to make technology as simple as possible, there is always a presumption of some background skills and knowledge on the user's part. As long as a voter has previous experience with the current voting equipment, this presumption may be justified. However, first-time or infrequent voters might be confused by something that seems obvious to others. Also, if new technology is introduced, officials should make an extra effort to educate the population in its use. 

3.3.5 Usability Standardization for Voting

One way to improve the usability of voting equipment is to have a set of supporting standards that vendors and consumers can use for systematic evaluation of that equipment. We must distinguish two kinds of standards that apply to usability: design standards and performance standards. 

The former directly govern the design of voter tools. For instance, a design standard might require that the type font of all text that the voter must read be at least 12 point in size. Conformance to such a standard can be measured by direct inspection of the voter interface. 

On the other hand, performance standards do not dictate the nature of the interface directly, but rather simply require that certain usability thresholds be met. They apply directly to activities under "conduct the vote" within the voting model. Some common performance metrics include: 

· Success rate (percentage of users who achieve the intended task) 

· Time taken to complete the task 

· Users' subjective satisfaction 

For example, if we require that the median time taken to complete a ballot be less than five minutes, we have not directly specified any particular property of the voting mechanism. Satisfactory performance is, of course, supported (but not guaranteed) by proper application of design standards. 

Measuring conformance to a performance standard typically requires user testing, not mere inspection of the interface. Formal usability testing for voting is rare. We could find only one such study reported in the academic literature.
  User testing for voting presents several difficult problems. Two examples are: 

1. Deciding what population should be included as representative for usability testing (as opposed to accessibility testing):

(
People who are color-blind 

(
Those with a native language other than English 

(
The very elderly

(
Others

2. Measuring low error rates. For instance, if we require an error rate below 0.1%, the test must include a large number of subjects, and would therefore be costly. 

Besides the study on the usability of various voting technologies by Alvarez, et al, the other recent development of note has been the adoption on May 9, 2001 of a new election law in Florida, which is intended to correct many of the perceived problems of last November. The legislation limits voting technology to optical scanning devices and direct recording electronic systems (DREs).  The new law also requires a uniform ballot design statewide.

3.3.6 Standards: present and future

The only usability standards of which we are aware that apply specifically to voting are various design standards promulgated by individual states. For example, the legality of Palm Beach ballot mentioned above was (unsuccessfully) challenged on the basis that the law required candidates' names to appear in a single column, whereas the butterfly ballot listed them in two columns. 

Besides the specific state rules, there are some generic standards and practices that might be adapted for the voting process, for example: 

· Generic guidelines for human interface: font, color, etc.

· ISO 13407 Human centered design process for interactive systems
.

· ISO 9241 Ergonomics requirements for office work with visual display terminals (VDTs) 

· The National Cancer Institute (NCI) Web Site Design and Usability Guidelines.

Finally, the Administration and Cost of Elections Project (ACE) has compiled a very informative web page on ballot design.
  While not a standard, this document presents a good overview of the issues that a ballot design standard should address.

Given the environment described above, we believe that the most promising areas of development for standards and guidelines to support voting usability include: 

· Design standards for the voter interface - some generic, some technology specific 

· A set of performance metrics for voter interface usability, e.g. time taken to vote, error rate. 

· Standard methodologies for usability testing of voting 

In order to minimize the subjectivity and the effort involved in applying a standard to a particular object, a common strategy is to develop automated tools and test suites to measure conformance. Moreover, a rigorous test suite for a given standard often results in a more precise and understandable specification, because of feedback from the test suite developers. 

Automation presents a special opportunity and challenge for performance testing. An opportunity, because the cost of testing with large numbers of subjects is high; a challenge because it is more difficult to apply automation to a process in which humans are intrinsically involved. 

But voting is essentially a human activity and no matter how well the underlying machinery works on its own, if the general population cannot successfully interact with that machinery, the voting process fails its purpose. A well-designed set of usability standards and associated tests can go a long way to prevent such failure. 

3.4 Voting Accessibility
It is important to distinguish between voting accessibility and usability of voting systems. Usability efforts improve the voting process for the broad range of voters, while accessibility issues address those who have special needs based on any of a number of disabilities, including physical (for example, blindness, mobility, reduced motor skills), cognitive or mental (for example, dyslexia, learning disabilities), and cultural or educational (for example, voters who use a language other than English). All voting equipment and all voters are affected by usability considerations, while limited subsets of voting equipment and voters are directly affected by accessibility needs. Although good usability design of the voting process can keep the needs for special accommodations to a minimum, there are still potentially tens of millions of voters in the United States with some accessibility issues relating to the voting process. Accessibility is therefore a critical issue in any evaluation of the effectiveness of the voting process.

3.4.1 Advocacy Organizations

There are a large number of organizations that serve in an advocacy role for voters with disabilities. The organizations representing the blind and visually impaired are very well known in the United States, as is the AARP for issues affecting older persons. Cultural organizations present the need for accommodations for persons from other cultures. In general, these organizations communicate with elections officials and with those who are creating guidelines for the voting process, to ensure that satisfactory provisions are made for the people they represent. Companies and research groups that are designing accessible user interfaces generally communicate with the relevant advocacy groups during the development process.

3.4.2 Implementation and Goals

Voting accessibility involves tradeoffs between procedures and technologies. For example, a particular accommodation might be implemented using dedicated technology, or trained human assistance, or a combination of the two. The choice on how to accommodate voters with a particular disability is made during the initial design of the voting process, including the selection of technology and the setup of balloting. A single solution may be chosen, or the voter may be presented with several options for voting. In general, the availability of choices (for example, allowing the voters to choose between accessibility technology and assisted voting) will satisfy a larger percentage of the voters at a less cost than otherwise.

Basic goals for voters with accessibility needs are:

· Make it possible for all eligible voters to vote.

· Ensure that voters are able to vote as they intend.

· Ensure that the voters can be confident that their votes are cast as intended.

· Replicate (in a general sense) the voting experience of voters without disabilities (the option to arrive at the polling place on election day, to be informed there of the issues and to cast a secret ballot, and so on - the desire to be able to do this has been expressed by many voters with disabilities).

· Allow each voter with a disability the choice of accommodation measures that will best suit his or her needs.

The ability to achieve these goals is limited by money, the state of technology, the number of people available to administer the voting process, and legal restrictions. In setting up accessibility accommodations for a particular voting district, these limitations and the number of voters affected must be considered. Careful planning for best use of the resources available can provide a high level of accessibility in a cost effective manner. For example, it may be satisfactory to provide a single highly accessible voting station at a polling place, instead of requiring that all voting stations be accessible. Technology may be provided to accommodate a large percentage of voters, with assisting officials for those who can not or do not wish to use the technology, and absentee or convenience voting for those who can not easily travel to the polling places. Communication between election officials and local voters with accessibility issues during the planning stages can help in determining which accommodations to implement.

Advances in voting technology are perceived in the accessibility community as both an opportunity and a threat: an opportunity when these advances bring about improvements in accessibility, and a threat when accessibility is not sufficiently considered in the design, resulting in no improvements or even worsening of accessibility. Some technology advances may be driven specifically by accessibility needs. For advances that are driven by other considerations such as improved accuracy and general usability, it would be useful to look for opportunities to improve accessibility also.

3.4.3 Measures for Accommodation

Accessibility issues can be grouped into a set of broad categories, based upon the ways in which voting is impeded, and upon the measures that may be taken in response. Some measures may be effective for more than one type of disability. For example, a speech-based system that can be used by blind and visually impaired voters will also be useful for many voters with reading disabilities such as dyslexia 

3.4.4 Assisted voting

Direct assistance in the voting process by a designated elections official or other person is currently one of the most common methods of providing voting accessibility, and serves as the baseline response method. Some voters will continue to prefer assisted voting over other methods, while other voters may accept assisted voting until alternative methods are available. On the positive side, assisted voting can be highly versatile and responsive to the needs of the individual voter. On the negative side, the voting assistant usually knows the details of the votes that are cast, and many voters would prefer to be able to cast a secret vote, similar to the voting experience of non-disabled voters. An additional concern is the desire for unbiased assistance – it may be difficult for a voter to avoid picking up emotional cues from the voice of a human assistant, that could have an influence on the voting choices made [CHONG].

3.4.5 Absentee or convenience voting

Some states allow voters with disabilities to use absentee or convenience (early) voting. The issues are similar to those of absentee voting for voters without disabilities. Similarly, accessibility will also need to be addressed for absentee voters who use for Internet or other remote electronic methods.  

3.4.6 Accommodations for mobility and motor disabilities

Wheelchair access is considered critical for those with limited mobility. Design of the voting equipment for adjustable height benefits those in wheelchairs as well as voters whose height is well outside the typical range. Research is being conducted to develop voting equipment that can be used by voters with limited strength and positioning control of hands and arms
 . The use of mobile voting stations is another possible way to provide for voting for voters with limited mobility, though it introduces significant challenges in assuring voting security.

3.4.7 Accommodations for blindness and visual impairment

Assisted voting is still by far the most common accommodation for blindness and visual impairment. There have been experiments with various touch-based or Braille-based systems – the city of Baltimore has tried alternative technologies in previous elections. For some of these devices, extensive memorization is required – the voters hear a list of the choices, and then must remember number-letter designations that correspond to their selections.

There are several companies developing electronic voting machines
 [ACB]. These machines were used for the 2000 elections in parts of Texas and Colorado. While the basic design is for use by sighted voters, several of the machines either have built-in speech capability, or the ability to attach a speech interface. The voter uses a few buttons to step through a menu, cast votes, review and cancel votes if needed, and complete the voting process. Issues that have been identified for speech-based voting systems include:

· Interruptability: the ability of the user to cut short any particular speech entry and move on to the next item, without having to listen to the end of the speech entry.  This can help speed the voting process.

· One action by the voter per step through the menu, as opposed to a system where the voter listens passively to a list of items and must respond at a particular time.  This can reduce confusion.

· Provision for private listening, e.g. headphones or voter-supplied earphones.

Braille is not regarded as a suitable primary voter interface by the blind and visually impaired community, because a large number of blind voters are not proficient in Braille.. However, some view a physical interface allowing the connection of a voter-supplied Braille display to the voting equipment to be a worthwhile feature for the future – for example, it would greatly improve accessibility for deaf-blind voters. There is widespread desire for systems that provide both audio and tactile feedback, and concern that touch screens may become the primary voter interface, since they do not provide tactile feedback (such as the press of a button) to the user
.

Some voters with only moderate visual impairment (including many older voters) have expressed desire for the availability of large-print instructions and information at the polling place
.

3.4.8 Accommodations for cognitive/mental disabilities

Assisted voting and speech-based systems address voters with reading disabilities such as dyslexia. Absentee or convenience voting can be of benefit to those whose disabilities make it difficult to vote at the polling place on Election Day. Accommodations for persons with severe cognitive disabilities must be considered in the context of current policies on qualifications for voting.

3.4.9 Accommodations for educational/cultural disabilities

Many election districts provide alternate-language voting materials, reflecting the cultural backgrounds of the resident voters. Issues for alternate language include correctness of the translations, and the availability of officials who can assist in the selected languages.

3.4.10 Accessibility in the Voting Model

Accessibility is a primary concern in those parts of the voting process that directly involve the voters, and during the planning and preparation for voting. Those parts of the process that involve only elections officials (for example, counting the vote and producing the final results) may require accommodation for officials with disabilities, but these are not the primary accessibility concern, and may already be addressed in rules regarding accessibility in the workplace.

In the preparation for the vote, accessibility must be considered during the registration process, since this involves direct interaction with the voters. Accessibility must be a consideration in the selection of equipment in the need to maximize usability (and thus reduce the need for special accommodations.)  During the setup of balloting, provision must be made for accessibility, including wheelchair ramps, and other special provisions.  Alternative presentation formats (for example, other languages and recorded or synthesized speech) must be prepared and checked for correctness and match to the primary presentation format.

The main impact of accessibility issues is on the process of casting votes. Voters should be presented with the choices of candidates and issues, and should be able to make their selections, review and if necessary change their selections, and finalize their votes. The overall voting process for voters with disabilities should ideally be comparable to that of voters without disabilities.

3.4.11 Standards and Guidelines

The Voter Rights Act of 1965 and the Voting Accessibility for the Elderly and Handicapped Act of 1984 show efforts to address voting accessibility at the national level.  Detailed policies for the voting process are set at the state and local level. National level efforts can effectively be used to produce voluntary standards and guidelines, which the states may choose to adopt.

Standards and guidelines can reflect the new accommodations made possible by advances in technology.  There must be collaboration between the development of policy standards and technology standards and guidelines. Research is needed for the evaluation of technology solutions, and to ensure that standards are feasible from a technical standpoint. Testing should be performed to integrate evaluation of accessibility with evaluation of the voting process as a whole. Testing should include accessibility issues for both hardware and software. User interface evaluation should consider both usability and accessibility.

3.4.12 Articles and Other Resources

General
  "Disabled Gaining on Access to Vote,” New York Times, March 27, 2001

  "Seeing-Eye Democracy,” New York Times, November 2, 2000

  "Of Vision and Voting,” Braille Monitor, 1997

  "Disabled-Rights Groups Sue City over Voting-Place Access,” Philadelphia Inquirer, April 20, 2001

  Voting accessibility position of the National Organization on Disability, http://www.nod.org/garrett.html

Voting machines with accessibility provisions:

  Hart InterCivic eSlate Electronic Voting System, http://www.hartic.com
  Sequoia Voting Systems, http://www.sequoiavote.com
Legislation, Government Initiatives:

  New Freedom Initiative, 

  http://www.whitehouse.gov/news/freedominitiative/freedominitiative.html

  Voting Opportunity Through Technology and Education Act of 2001 (H.R. 1151)

  Voting Improvement Act (H.R. 775)

  Equal Protection of Voting Rights Act of 2001 (H.R. 1170)

  Election Reform Act of 2001 (S. 218, H.R. 263)

  Amendment to the Voting Accessibility for the Elderly and Handicapped Act (S. 511)

Voter Verification

3.4.13 Issues

3.4.13.1 Background

The purpose of voter verification is twofold: 

1. To ensure that citizens can freely exercise their right to vote, and 

2. To prevent unauthorized ballots from being cast and counted. 

To the extent that we fall short of either of these purposes, democracy is unfulfilled. Not only is the right of the would-be voter violated in the first case, but in both cases, the right of all the other voters to have their votes counted fairly and equally is endangered, since both denied votes and unauthorized votes can alter the outcome of an election. We want candidates to assume office based on the valid actions of the voters, not as a result of mismanagement, or worse, fraud. 

When the US was a nation primarily of farms and small towns, voter verification was a simpler matter. Not only were voters not anonymous, but also the votes themselves were often public.  Voters would submit ballots of differing colors, depending on their party. Voter verification is now a more formal process and requires more elaborate systems of support. 

3.4.13.2 Concepts

For the purposes of this section, we define voter verification as the process of determining: 

1. That a would-be voter is who he or she claims to be (verification of identity) and 

2. That he or she is authorized to perform the requested transaction, typically registration or actual voting. 

Many of the technologies discussed herein might also apply to other participants in the voting system (e.g. to ensure that a technician is authorized to set up or adjust a voting machine), but our focus here will be on the voter. Accordingly, most of the issues we discuss will relate to the "register voters" and "conduct the vote" phases of the voting model. 

Verification of voter identity is required in the registration process, as well as during the actual conduct of the vote. A wide variety of mechanisms is available: 

· Personal recognition of the voter by a human agent 

· Verification of a signature 

· Unique knowledge of some item, such as a PIN, a password, or personal information (e.g. mother's maiden name) 

· Personal identity documents, possibly with a photograph: registration card, driver's license, or smart card 

· Automated biometric means, such as fingerprint recognition 

To solve the problem of authorization, almost all the states now use some form of registration as a means of determining on election day who may cast a ballot. Registration implies the existence of a list of some sort, be it a box of index cards or a relational database. 

3.4.13.3 The ATM analogy

An analogy is often made between voting and the use of automatic teller machines (ATMs). The argument is that if most people can successfully conduct transactions with an ATM, in which the need for reliable identification, authorization, and security are obvious, why should it be so difficult to adapt the same technologies to support voting? This is a fair question, and it helps to illustrate some of the unique features of the voting system: 

· With ATMs, there is a centralized network, and a database updated in real time, so that the account balance of every user is always known. An analogous voting system would instantly record not only changes in registration (e.g. change of address) and but also the fact that a voter had cast his vote on Election Day. Such a system would integrate data and ensure consistency nationwide. Needless to say, nothing like this degree of centralization or automation currently exists for voting, and there are considerable political as well as technological obstacles to its development. 

· With ATMs, you are authorized to withdraw money if and only if you have previously deposited money - a simple criterion. On the other hand, authorization to vote depends on several attributes which are not so easy to verify, such as: citizenship, current address, no felony convictions within a certain time period, not deemed mentally incompetent, and so on. 

· With ATMs, what really matters is the account, not the person. It is common for a person to have several accounts with several banks, and for several persons to have access to one account.  A legitimate voter, on the other hand, should be authorized to vote exactly once. 

· ATM accounts are usually subject to frequent transactions. This means that the user is familiar with the process (important for usability - see Section 3.4) and that the overhead of maintaining the system is easily justified. Voting typically takes place only once a year, and many voters participate less frequently than that. Thus, the cost per transaction for an automated voter tracking system would be much higher. 

· ATM transactions are spread out somewhat smoothly over time, and so the system can be built to accommodate ongoing traffic. Problems with authorization (e.g. a lost ATM card) are dealt with continuously, and a delay of a few days may not matter much. But usually, all voting for the year takes place during a period of hours, and so all the verification problems show up at once and have to be resolved quickly. 

3.4.13.4 Absentee Voting

An emerging concern is the increasing popularity of absentee or convenience voting. The key characteristic is that the voter is never physically present at an official polling place, and so verification of identity must be performed remotely. The threat of multiple voting (one voter registered in several districts or states) is particularly exacerbated. 

3.4.13.5 National Voter Registration Act

In 1993, Congress passed the National Voter Registration Act to: 

· Establish procedures that will increase the number of eligible citizens who register to vote in elections for Federal office

· To make it possible for Federal, State, and local governments to implement this Act in a manner that enhances the participation of eligible citizens as voters in elections for Federal office (e.g., register to vote when applying for a motor vehicle license)

· To protect the integrity of the electoral process, and

· To ensure that accurate and current voter registration rolls are maintained.

3.4.14 Technology for Voter Verification

3.4.14.1 Database

Database technology has been in widespread use for over 30 years and serves as a mainstay for a very wide variety of application areas, such as travel, insurance, and banking. As described earlier, it is the existence of large central databases that makes ATM machines feasible. While the Internet has revolutionized data interchange and the user interface to large databases, the underlying technology has been stable for some time. The dominant standard is SQL.
 

Even given well-designed and implemented software, data maintenance is an ongoing and significant effort. The requirements for the administrator of a voter registration database include: 

· New registrants must be checked for (or at least assert) various attributes: 

· Identity 

· Citizenship (native born or naturalized) 

· Current residence 

· Age 

· Disqualifications: felony conviction, mental incompetence. 

· Change of residence may result in a change (e.g. to a new voting district) or deletion (if beyond scope of database). 

· Existing entries should be purged for various reasons, such as felony conviction or death. 

· Practices must comply with the mandates of the National Voting Rights Act
, including timeliness of registration. 

· Practices must comply with state and national policies regarding voter privacy. 

· Accurate and timely per-district lists of eligible voters must be generated for each election. 

A very basic and persistent problem is that of consistency within and among databases. In particular, if an entry for a given voter is added to one database, any entries for that voter in all other database should be deleted. Ensuring consistency within a single database is challenging enough; achieving consistency among several databases, implemented with various software packages and employing varying formats, is essentially an unsolved problem. And note that many registration systems are not even statewide in scope (much less nationwide), but are maintained at the county level. The magnitude of the problem is described in the Testimony of Stephen Ansolabehere, MIT, before the House Science Committee, May 22, 2001
:

"...a number of states and counties have undertaken considerable projects to develop computerized voter registration systems and clean up their voter registration rolls.  In doing so, these states have estimated the number of duplicate or incorrect registrations.  Michigan, for example, encountered 1 million duplicate registrations out of approximately 9 million registered voters.  Los Angeles County audited their rolls and estimates that 25 percent of all registrations have some sort of problematic or incorrect information.

According to the Current Population Survey conducted by the US Census, in the 2000 election approximately 3 million registered voters did not vote because of registration problems. We should set standards for quality of data bases and fund efforts to clean the data bases and make these data electronically accessible at polling places."

3.4.14.2 Biometrics and Smart Cards

There are new technologies that can be used to enhance voter identification and authorization.  Two of these are biometrics and smart cards.

Biometrics

Biometrics are defined as any physical attributes (e.g. facial feature or representation of a finger) or behavioral characteristics (e.g. signature dynamics) that can be automatically checked. A biometric feature often distinguishes an individual and thus may serve as a basis for identification. Biometric identification contrasts with using something you know or something you have as the primary means to verify identity. 

A brief description of biometric enrollment and verification follows. Before a voter can be identified, the biometric is captured and a biometric sample (which is a mathematical representation of the biometric - not a direct image) is generated and stored. The storage location can be a local database or a state database or a portable token such as a smart card. This initial process is called enrollment. The representation of the biometric sample is usually referred to as the biometric template or biometric identifier.  When the voter claims an identity, his/her biometric feature is presented and compared to the sample for verification. Of course the biometric feature should be stable enough that its state at enrollment and at verification are comparable. 

Information on biometric systems, current activities, and profuse links to many organizations involved in biometrics can be found at the Biometric Consortium web site
.  The Consortium serves as a focal point for research, development, testing, evaluation, and application of biometric-based personal identification and verification technology.  A tutorial in biometrics can be found at Ashbourn-Avanti, The Biometric Reference Site
.

Smart Cards

Smart cards are similar in size to credit cards and include a microprocessor and a memory chip. The chip can store electronic data (e.g., voter's PIN) and, therefore they can be used as tokens to verify voters. Note that a smart card can also store biometric data. Thus, smart cards can be used to support both identification and authorization. However, there are still potential problems with multiple authorizations if a voter has several cards. A tutorial on smart cards can be found at The US General Services Administration Smart Access Common ID Program
.

3.4.15 Future Work

Gaps in standards development for these verification technologies exist as well as the application of these technologies to voting. The integration of biometric data into smart cards applications is not well understood and there is no consensus on how to do these utilizing open system standards. Standard performance testing methodologies for biometric systems do not exist but some efforts in these areas have been initiated. Biometric assurance needs to be examined more in detail. 

However, standards for biometrics and smart cards are emerging. Examples of biometrics interoperability and data interchange standards include the BioAPI v1.1 specification
, and the Common Biometric Exchange File Format
.  References to smart cards standards can be found at the International Standards Organization (ISO) web site
.
In addition, the International Standards Organization currently is developing a standard specifying the use of biometric data in smart cards.  Also a simple testing methodology to determine the performance of biometric systems and a standard smart card format are being developed 
Security and Privacy in Voting

3.4.16 Introduction

Voters expect the voting process to run smoothly.  Voters expect their names to appear on the voter registration list, and expect anonymous secret ballots to reliably reflect coercion-free wishes.  Voters expect their votes to be accurately counted in the final count to produce a certified election winner.  Voters also expect that “ballot stuffing” and other fraudulent voting activity do not occur.  Confidence in the voting process relates to how well the process considers and implements security and privacy.

Implementation and application of privacy policies and security technologies help to assure the accuracy and integrity of the entire voting experience.  Privacy plays a crucial role in citizen acceptance of a comprehensive voting system.  There is a need to maintain anonymity of identity-based authorized operations, yet provide accountability for a one-person-one-vote system.  Application of security technology, driven by policy specification and best security management practices, helps election officials meet the public’s expectations for a smooth election process.

3.4.17 The Goals of Security Applied To Voting Systems

Information security protects by achieving three goals:  integrity, confidentiality and availability.  Integrity ensures consistency of data by preventing unauthorized creation, alteration or destruction of data; confidentiality ensures that information is not disclosed or revealed to unauthorized people; and, availability
 ensures that legitimate voters are not unduly denied access to voting equipment or to the necessary resources to cast their vote.

Numerous studies, articles, papers and congressional testimony identify security issues in voting systems.  Using these three goals we categorize and summarize a representative set of the security issues of voting systems used throughout history.  Douglas W. Jones offered a brief history of voting machines in his recent testimony before the U.S. House of Representatives Committee on Science
.  The history starts with paper ballots first used in Rome in 139 BCE and ends with Internet voting.  He mentions lever voting machines, punched cards, and optical mark sense technologies.  He mentions new technologies including “E-voting” and reminds us that while this is sometimes synonymous with Internet voting, it could be applied to all electronic voting technologies introduced since 1960.  Security has been an issue throughout this long history.

3.4.17.1 Information Confidentiality

Confidentiality lets voters keep their votes secret.  Consider for example hand-written paper ballots used in the earliest systems.  They offered modest voter privacy and they were targets of various forms of fraud.  Often, the voter wrote a candidate’s name on the ballot, violating confidentiality when handwriting was recognized.  In current voting systems, this is less likely since most “written” ballots require only marks.  However, the issue resurfaces for E-voting and in particular, for Internet voting.  Confidentiality and voter privacy are serious concerns.

Confidentiality also protects information gathered from partial tallies collated in regional precincts.  In many States, all count information is to remain secret until authorities release it after the election.  Breaches in this protection could sway elections especially if the information is released, or exposed too early.  There are concerns that voting in a presidential election in the West is affected by release of returns in the East.

3.4.17.2 Information Integrity

Accuracy is required in the voting process.  Information integrity preserves that accuracy.  Enforcing integrity means preventing unauthorized creation, alteration or destruction of data.

Voter registration, perhaps more than any other part of the voting process, requires information integrity.  The implication is that reliable information about the identity of a voter can be used to maintain voter registration lists and can be used to authorize the voter to cast his or her vote at the polling place.  Tracking voter residency, eligibility to vote, and multiple entries on registration lists is, from a security perspective, an integrity issue.

Rebecca Mercuri
, among others, identified some problematic issues with electronic balloting and tabulation systems used in the last election.  For example, there is no way to ensure that what is displayed on a screen is actually recorded and tallied in the voting process. 

The integrity of the count process is also a security issue as local vote totals are transferred for summing at the next higher level.  Integrity is independent of the mode of transfer, whether manually carried or spoken over telephone lines or transmitted over data networks.  Any unauthorized creation, alteration or destruction of the data must be prevented. Further, it must be possible to reconfirm these partial sums and totals at a later date if questions or a need for recount arises.

Secure archival storage is also an integrity issue.  The archive itself needs to contain all of the important data and artifacts from the election process possibly including the names of the election officials, their actions, as well as records of cast votes.  Different voting technologies determine the type of artifact stored for later retrieval; the information that must be archived is largely the same.  For some technologies, physical security is adequate while for computer based fully electronic voting systems information security techniques are needed.  The security issues are maintaining the integrity of the archive itself and being able to recover all archived data necessary to conduct a recount or to investigate allegations of fraud or other irregularities.  Any unauthorized creation, alteration or destruction of the archive data cannot be tolerated.

3.4.17.3 Availability

As noted earlier, availability is an important security attribute.  For example, today we are conditioned to believe that a telephone and a dial tone are always available, implying that transmission of precinct totals to the next higher level is automatic and easy with a voice circuit or modem.  Douglas Jones points out that many polling places are in building lobbies that have no telephone connections.  He also “finds it daunting that all polling places may attempt to phone in their results when the polls close” presumably because of the potential circuit overload.  He suggests that wireless communication options are appealing.  However, if communications are unavailable, legitimate users, in this case election officials, will not have access to necessary resources.

Availability issues are widely discussed in the Administration and Cost of Elections (ACE) Project.
  In addition, infrastructure availability problems such as lack of gasoline, water, or access via roads or public transit could be considered a breach of the availability of the voting system.

Denial-of-service becomes the most notable availability issue with the Internet voting.  Newspaper articles, television news and the trade press regularly report examples of hacker attacks on the Internet that deny service to businesses, government and the private sector. Similar denial of service could happen in voting.

3.4.17.4 Additional Security Concerns in Voting Systems

Cryptography can provide security needed in the end-to-end voting process.  For instance, communications transmissions between counting equipment could use encryption to provide both integrity and confidentiality services.  Also, the cryptographic elements of a public key infrastructure could provide integrity and confidentiality services for voter authentication, registration and even on-line voting.  It is vital that the cryptography be well implemented.  It is well known that poor implementations of good cryptography are easily broken.

Software can have unintentional errors (bugs) or intentional errors.  These errors could cause vulnerabilities that render voting equipment insecure or inoperable.  This could lead to breaches in integrity, confidentiality and availability.  In addition, software is vulnerable to viruses and other malicious code.

When a small group of individuals program, construct and maintain the machines, the risk that these systems may be compromised is present whether the computers are reading punched cards or optical scanned sheets, or are kiosk-style or Internet balloting systems.  This kind of problem is an unauthorized modification of software sometimes referred to as the “insider threat.”

3.4.17.5 Security in Internet Voting
Various stakeholders have considered the idea of Internet voting.  The use of the Internet naturally lends itself for consideration in voting for national and local elections especially given the success of electronic commerce, education, personal communications and a host of other application.  In December of 1999, the President requested that the National Science Foundation examine the feasibility of online Internet Voting.  On October 11 & 12, 2000, the Internet Policy Institute
 conducted a workshop sponsored by the National Science Foundation to examine the issues associated with conducting public elections via computer networks.  Findings on feasibility from their “Report of the National Workshop on Internet Voting: Issues and Research Agenda,” highlight unresolved security problems:

· Internet voting from a poll site offers some benefits and could be responsibly fielded within the next several election cycles.

· Remote Internet voting systems pose significant risk to the integrity of the voting process, and should not be fielded for use in public elections until substantial technical and public policy issues are addressed.

· Internet based voter registration poses significant risk to the integrity of the voting process, and should not be implemented until an adequate authentication infrastructure is available and adopted.

In addition to these findings, a significant research agenda was put forward by the workshop including the following paraphrased security related issues:

· Approaches to meeting the security, secrecy, scalability, and convenience requirements of elections.  Particular emphasis should be placed on the development of secure voting platforms, and secure network architectures

· Development of methods to reduce the risk of insider fraud

· Development of reliable poll site and kiosk Internet voting systems that are not vulnerable to any single point of failure and cannot lose votes

· Development of new procedures for continuous testing and certification of election systems, as well as test methods for election systems

· Protocols for preventing vote selling and reducing coercion

· Electronic authentication for kiosk and remote voting

Most issues related to Internet voting require a balance between security, convenience, and cost.

3.4.18 What Security Standards and Guidelines Exist Today

3.4.18.1 Voting Standards

The United States Federal Election Commission published “Performance and Test Standards for Punch Card, Mark Sense and Direct Recording Electronic Voting Systems” in January 1990.  The scope of testable security standards in this document includes administrative and management controls, physical facilities, personnel screening, communications, technical hardware and software and other issues.  Most security concerns center around access control, communications and data transmission, and shared operating environments that support interactive queries.

The standard is scheduled to be updated in two volumes with the release of Volume 1 in June 2001 and Volume 2 in October 2001.  Volume 1 “...will contain the technical standards, i.e. documented, consensus agreements between users and manufacturers that contain specifications which govern system functionality, software requirements, transactions audits, security measures, and methods to manage different configurations.”
 
3.4.18.2 Other Security Standards That may be Applicable to Voting

Many of the security ideas including integrity, confidentiality and availability discussed above are codified in national and international standardization activities.  These activities, while not specific to voting systems, could certainly be applicable and extended to include the special consideration and unique requirements of voting systems.

One far reaching international activity is the Common Criteria (CC) 
  The project was founded in 1993 by the governments of the US, Canada, France, Germany, Netherlands and United Kingdom to develop a commonly-accepted approach for specifying information technology security requirements for products and systems.  This project has resulted in a growing international standardization of security requirements that have been defined by a mechanism known as the Protection Profile structure.  It would seem reasonable to define protection profiles for voting equipment.  This has not been done yet.

Other international security standards focus on security management principles and cryptography.  These include digital signatures, public key infrastructures, entity authentication, and specific encryption algorithms such as the International “Advanced Encryption Standard” known as AES
.

3.4.19 Need for Security Voting Standards and Testing

As new and innovative technologies evolve to help make the voting process more accessible, convenient and faster, new opportunities for fraud and abuse will be discovered or reinvented and made applicable to the new technologies.  Today much of the information created before, during and after an election is in electronic form.  Threats and vulnerabilities to this information must be detected and dealt with if we are to maintain confidence in the voting process.  One way to help prevent malicious attacks, fraudulent behavior and other errors in the creation and processing of this voting information is to use standards and guidelines of best practices when specifying systems and to thoroughly and rigorously test vendor implementation of systems 

Today, much effort has gone into the design and specification of standards and testing technologies for voting systems.  At the same time, many other national and international security “generic” standardization efforts have matured including encryption standards, common criteria standards and protection profiles, best practices for security policy statements and guidelines for best “system” management practices.  Making these standards and testing specification applicable to the voting problem and implementing the tests will make for better privacy protection and stronger security in the voting process.

Additional information on Security is in Appendix 3.

3.5 Archives and Electronic Data Storage

3.5.1 Introduction

Data archiving is related to different phases of the voting process, as has been shown in the Voting Model.  Archived data may include the votes, tallies, registration lists, and ancillary information produced by the election process (i.e., name of election officials), as required by the different counties and states. This information may also include, in the future, the images of votes cast. Another category of information that needs to be archived is the software used in vote counting.  The focus of this section is on electronic storage only.  

It has always been desirable to keep the information we produce for at least as long as its useful life, which may be unknown.  Many types of information must be archived, including numeric (such as voting results), scholarly (publications), dynamic (population trends), functional (software programs), multimedia (movies), etc.  The goal of archiving is to preserve information and ensure that the information remains accessible, understandable and authentic. It must be possible to find and retrieve information at any point in the future preserved in a form that can be interpreted correctly both in terms of context and content as originally intended by the author, creator or archiver of the information.

The requirements for archiving and preservation of information include:

· Assessing information for inclusion in the archive

· Ensuring authenticity

· Ensuring that the content is complete and accurate

Meeting these requirements is relatively easy for paper records but can become much more difficult and complex in electronic archiving and preservation. Information in digital form is fragile in ways that differ from traditional forms such as paper or microfilm. The principle threats to paper preservation are physical/natural and chemical threats such as light, moisture, heat and acid content among others. Digital information is susceptible to environmental threat as well as other technology-based threats, such as obsolescence and corruption. It is more easily altered and/or corrupted either intentionally or accidentally without evidence or recognition than paper archives. Digital preservation requires a higher emphasis on information management that starts when the information is created and continues throughout the archive period. Information needs to be managed with a system that facilitates classification, retrieval and preservation.

The problems surrounding digital archiving and preservation are not insurmountable. There are fundamental differences in the emphases of traditional and electronic archiving, with benefits and drawbacks to both. Traditional preservation places a greater emphasis on the storage and preservation of the physical item (such as voting ballots or books) whereas digital preservation and archiving emphasizes the access to the digitized material (digital image or file) without need to preserve the original physical item. 

There are many types of media for use in archives.  Important considerations in the selection of media are their long-term storage characteristics and their environmental durability and stability. Sometimes information may need to be moved from media that is becoming obsolete to more modern media to ensure its continued availability.

Another important aspect of data archives is that they must be tamper proof. Only people that are authorized to use the archive should access the archive (add data to the archive, for example). Physical (i.e., physical access to the archive) and logical protection (i.e., identification of person authorized to add data to the archive) is required. Digital signatures are an appropriate technology to support the integrity of electronic archives.

3.5.2 Electronic Data Storage Technologies

There are many types of electronic data storage technologies that meet many cost-performance niches.  A comprehensive review of data storage technologies is beyond the scope of this report.  Koichi Sadashige of the National Media Laboratory
 provides a detailed overview of existing and emerging data storage technologies including a discussion on specific media characteristics, performance, capacity and reliability.

3.5.3 Electronic Data Storage Standards

Data storage media interchange standards have been developed by national (ANSI) and international organizations (i.e., ISO, ECMA) for many years. They include standards for all types of storage media including magnetic tapes, rotating magnetic media (hard disks), and optical digital data disks including CD and DVD media. A well known publication on the care and handling of magnetic media was published by Sidney Geller
.

4 Recommendations

Comprehensive voluntary consensus standards and testing are essential to assure the accuracy, validation, and security of the voting processes used in the United States.  The success of the initiatives underway by the States and others to improve the election process will depend on timely and technically sound standards and tests.  A fully supported coordinated oversight process for the development of standards and testing will be necessary to ensure that the year 2004 election system improvements priorities and longer-term priorities can be achieved and sustained.

Recommendations:

1. Establish a focal point for the development of standards and tests for voting systems.

2. Prioritize improvements needed in the voting system that take into account inputs from the States, election officials, systems experts, and other interested parties.

3. Develop the needed technical standards and tests (in priority order). Technical areas discussed in this report are areas where standards and testing can make a significant difference.

4. Develop the needed process standards and tests (in priority order). Process management areas include such issues as voter education, poll worker training, and when to do a recount.

5. Develop a method to measure the accuracy and integrity of voting systems.

6. Develop a method to assess the impact of new standards and tests on voting system accuracy and integrity and periodically make such assessments.

(This page blank)
5 Appendices

5.1 Appendix 1 WEB URL’s

This is a categorized list of publicly available URLs containing information relevant to the voting standards project. The URLs are links so as to be useful in print as well as online. 

5.1.1 Recent Developments 

http://www.cnn.com/LAW/trials.and.cases/case.files/0011/reviewing.the.vote/index.html 

CNN.com In-Depth Specials - Reviewing the Vote. 

http://www.computerworld.com/cwi/story/0,1199,NAV47_STO56636,00.html 

Article in 2001-Jan-21 Computerworld: Florida Voting Problems Open Door for System Vendors 

http://www.failureisimpossible.com/floridafollies/ 

The Florida Follies page recounts every excruciating detail. 

http://www.fcw.com/civic/articles/2001/feb/civ-comm1-02-01.asp 

Recent state and local initiatives are described in this Federal ComputerWorld article. 

http://www.flcourts.org/pubinfo/election/index.html 

Supreme Court of Florida: The Presidential Election Case. 

http://www.supremecourtus.gov/florida.html 

The US Supreme Court has a button on its home page for material on the Florida legal battle. 

http://www.usatoday.com/life/cyber/tech/review/crh818.htm 

A story in USA Today tells of investments by Compaq and Cisco Systems in network based systems using encryption software. 

5.1.2 Analysis and Research 

http://mosl.sos.state.mo.us/sos-elec/bluntcommission/reportpage12.html 
http://mosl.sos.state.mo.us/sos-elec/bluntcommission/reporttoc.html 

Reports from the Missouri Blunt Commisssion in response to the November 2000 election. 

http://nass.stateofthevote.org/pubs/pubs_electionres.html 
http://nass.stateofthevote.org/pubs/pubs_FECres.html 

The National Association of Secretaries of State (NASS) reports on their Feb. 6th voting recommendations: (Goals and support for the FEC bill). 

http://stc.org/pics/usability/topics/ballot/index.html 

The Society for Technical Communication has a page of links about usability and the 2000 election. 

http://trace.wisc.edu/world/kiosks/ez/index.html 

Accessible design for kiosks and information transaction machines, using ez-access design. 

http://www.asq.org/news/election/ 

The Quality professionals in the American Society for Quality (formerly known as the ASQC) issued this statement on the presidential election process quality issues. 

http://www.calvoter.org/publications/tenthings.html 

The President and Founder of the California Voter Foundation takes on remote Internet voting. 

http://www.civic.com/civic/articles/2001/0205/web-vote-02-06-01.asp 

Secretaries of state recommend ways to improve voting systems across the country. 

http://www.cnie.org/nle/rsk-55.html 

The Congressional Research Service Report: "RL30773: Voting Technologies in the United States" gives a good summary of current practice and technical issues. 

http://www.collinscenter.org/info-url2660/info-url_show.htm?doc_id=48142 

This recent (Feb 2001) Caltech study compares the relative reliability of various voting technologies. 

Florida http://www.collinscenter.org/info-url2660/info-url.htm 

The Final Report (2001 March 5) of the Florida Select Task Force on Election Reform. 

http://www.cpsr.org/conferences/cfp93/saltman.html 

A more recent article (CFP'93) by Roy Saltman: "Assuring Accuracy, Integrity and Security in National Elections : The Role of the U.S. Congress" 

http://www.cs.uiowa.edu/~jones/voting
Doug Jones of the U. of Iowa has a nice website containing a lot of material in support of their CS course: Computers in Voting.

http://www.danbricklin.com/log/ballotusability.htm 

An article by Dan Bricklin reviewing the infamous butterfly ballot. 

http://www.humanfactors.com/library/election.asp 

From Human Factors International: Why the Palm Beach ballot was error prone 

http://www.humanfactors.com/library/nov00.asp 

A scholarly article on ballot design from the November 2000 of the UI Design Update Newsletter 

http://www.internetpolicy.org/research/results.html 

This recent (March 2001) study on Internet voting by the Internet Policy Institute, funded by NSF, concludes that remote voting is risky, but on-site might be OK. 

http://www.netvoting.org/ 

On October 11 and 12, 2000, the Internet Policy Institute (IPI) conducted a workshop, sponsored by the National Science Foundation (NSF), to examine the issues associated with conducting public elections via computer networks. 

http://www.nist.gov/itl/lab/specpubs/500-158.htm 

Roy Saltman, Special Publication 500-158: "Accuracy, Integrity, and Security in Computerized Vote-Tallying." 

http://www.notablesoftware.com/evote.html 

Rebecca Mercuri is "adamantly opposed to the use of fully electronic systems for use in anonymous balloting and vote tabulation applications." See her webpage to find out why. 

http://www.research.att.com/~lorrie/voting/hotlist.html 

Lorrie Cranor's (AT+T) Electronic Voting Hot List. 

http://www.sciam.com/2001/0201issue/0201cyber.html 

Article in Feb 2001 SciAm: No E(asy) Cure: Electronic voting won't fix butterfly ballots, dimpled chads or W.'s presidency. 

http://www.ss.ca.gov/executive/ivote/ 

Report of The California Internet Voting Task (January 18, 2000) to study the feasibility of using the Internet to conduct elections in California. 

http://www.umkc.edu/html/news/2001/0350.html 

Study Refutes Beliefs about Punch-card Voting 

http://www.upassoc.org/outreach/press.001114.html 

Statement from the Usability Professionals' Association (UPA): "Palm Beach Ballot Design Problems Could Have Been Avoided, Say Usability Professionals." 

http://www.uwec.edu/jerzdg/orr/handouts/TW/proj/use-ballot.htm 

A detailed report from Dennis Jerz on usability and the Palm Beach ballot. 

5.1.3 Implementors 

http://votehere.net/VH-Content-v2.0/default.htm 

Arizona and California used computer-based systems designed by VoteHere.net Inc. for a test of online voting. 

http://www.vote.caltech.edu/ 

Caltech and MIT Join Forces to Create Reliable, Uniform Voting System 

http://www.election.com 

Election.com is a global election software and services company. It conducted the Arizona Democratic primary online and provided e-voting services for the 2000 Democratic National Convention. 

http://www.safevote.com 

Safevote Inc. is develops software for Private AND Secure Internet voting 

http://www.unisys.com/news/releases/2001/jan/01117039.asp 

Unisys, Dell Computer, and Microsoft will sell an end-to-end electronic system designed to overcome the weaknesses of older election technology. 

5.1.4 Organizations 

http://www.aceproject.org/main/english/po/poc02a.htm 

The International Foundation for Election Systems (IFES), the International Institute for Democracy and Electoral Assistance (International IDEA), and the United Nations Department of Economic and Social Affairs (UN-DESA) joined forces to create the Administration and Cost of Elections Project (ACE). ACE Electronic Publication represents the first-ever attempt to provide a globally accessible information resource on election administration.  Note in particular their detailed discussion of the many facets of ballot design.

http://www.cartercenter.org 

The Carter Center observes elections after being invited; extensive program to promote democracy around the world. 

http://www.law.cornell.edu/topics/state_statutes2.html#elections 

The website for the Cornell Law School Legal Information Institute has a list of online State Election Laws. 

http://www.electioncenter.net 

The Election Center is a Houston-based nonprofit organization. Its members are government employees whose profession is to serve in voter registration and elections administration. The Election Center is the secretariat of the NASED Voting Systems/Independent Testing Authority committee. 

http://www.fairvote.org 

The Center for Voting and Democracy is a Takoma Park based nonprofit organization. They study how voting systems affect participation, representation and governance, and we disseminate our findings to civic organizations, elected officials, journalists and the general public. 

http://www.fec.gov 
http://www.fec.gov/pages/faqsvss.htm 

The Federal Election Commission has developed (in collaboration with State and local election officials, independent technical experts, voting system vendors, Congressional staff, and computer security advocates) and published (1990) voluntary national performance and test standards for punch card, marksense, and direct recording electronic voting systems. 

http://www.gspm.org/csae/ 

The Committee for the Study of the American Electorate is a Washington-based, non-partisan, non-profit tax exempt research institution with a primary focus on issues surrounding citizen engagement in politics. 

http://www.idea.int/ 

The International Institute for Democracy and Electoral Assistance (IDEA) has focused its efforts on ensuring there are acceptable democratic governance standards, both internationally and domestically. 

http://www.ifes.org 

The International Foundation for Election Systems (IFES) is a private, nonprofit organization established in 1987. IFES provides nonpartisan technical assistance in the promotion of democracy worldwide and serves as a clearinghouse for information about democratic development and elections. 

http://www.igc.org/cvd/ 

The Center for Voting and Democracy is a non-partisan, non-profit organization that studies how voting systems affect participation, representation and governance. 

http://www.iri.org 

The International Republican Institute (IRI) is dedicated to advancing democracy worldwide. 

http://www.ivta.org 

The Internet Voting Technology Alliance (IVTA) is dedicated to serving the public by acting as an information center, discussion forum and voluntary standards setting body and web publisher focused on Internet voting. 

http://www.naco.org/ 
http://www.naco.org/programs/infotech/elections/index.cfm 

Website for the National Association of Counties and its National Commission on Election Standards & Reform. 

http://www.nased.org/ 
http://www.nased.org/statelinks.htm 

Website of National Association of State Election Directors, with links to every state's election website. (Pages include voter and candidate registration information, voter turnout data, and ballot and referendum information). 

http://www.ndi.org 

The National Democratic Institute for International Affairs (NDI) is a nonprofit organization working to strengthen and expand democracy worldwide. 

http://www.un.org/documents/ecosoc.htm 

The United Nations Department of Economic and Social Affairs (UN-DESA) planned a 'technical paper' series on election administration. This work was redirected to the joint partnership initiative and provided an early, powerful contribution to making the ACE project (q.v.) a reality. 

http://www.usaid.gov/democracy/center/index.html 
http://www.usaid.gov/democracy/techpubs/indicators/indhndbk.html 

The USAID Center for Democracy and Governance has programs designed to help ensure that elections are competitive and reflect the will of an informed citizenry, and that political institutions are representative and responsive. Its Handbook of Democracy and Governance Program Indicators reflect current thinking on measuring progress in the democracy and governance sector. 

http://www.voting-integrity.org/ 

The Voting Integrity Project (VIP) is a unique national non-partisan voter rights organization dedicated to protecting free and fair elections in America. 

http://www.reformelections.org/
The National Commission on Federal Election Reform 

“The National Commission on Federal Election Reform was organized in February 2001 by the Miller Center of Public Affairs and The Century Foundation to recommend ways to improve the accuracy and fairness of federal elections. Drawing on the talents of public leaders from across the political spectrum, The Commission will issue a final report in September 2001 to help inform the legislative efforts of the107th Congress.”

http://www.ncsl.org/programs/legman/elect/taskfc/electaskfc.htm
The National Conference of State Legislatures (NCSL) Elections Reform Task Force:

“The National Conference of State Legislatures was founded in 1975 in the belief that legislative service is one of democracy's worthiest pursuits. Representing the citizens of a district and the people of a state is the very essence of free government. The National Conference of State Legislatures is a bipartisan organization dedicated to serving the lawmakers and staffs of the nation's 50 states, its commonwealths and territories.”

5.2 Appendix 2 Detailed States' Needs and Priorities

A study of the media and public sources revealed many needs and priorities described by public figures, election officials, government officials, and others with interest and background in the election issues.  Compiled here is a list of the States’ needs and priorities followed by a list of sources.

1. States should modernize their voting process as necessary, including voting machines, equipment, voting technologies and systems.

Sources:  [1], [3], [4], [9], [11], [12], [14], [16]

2. States should enhance the integrity, timeliness and ease of use of absentee ballots.

Sources:  [1], [3], [4], [9], [11], [14], [15], [17]

3. States should provide their elections officials with increased funding to upgrade or replace their election equipment, and otherwise conduct elections.

Sources:  [1], [3], [4], [9], [14], [15], [16]

4. States should conduct aggressive voter-education and broad-based outreach programs, and adequately fund such efforts.

Sources:  [1], [3], [4], [11], [12], [14], [16]

5. States should improve the voter registration process.

Sources:  [4], [5], [11], [13], [14], [16], [17]

6. States should provide continuous training and certification for election officials, and expand poll worker recruitment and training programs.

Sources:  [1], [4], [11], [12], [13], [14]

7. States should implement well-defined, consistent standards for what counts as a vote throughout the election process, thus ensuring accurate vote counts and minimal voter error.

Sources:  [1], [3], [4], [5]
8. The existing FEC standards for voting systems, which date to 1990, need to be updated.  Congress needs to fund the updating.

Sources:  [1], [2], [5], [13]

9. States should acknowledge that absentee ballots be considered an optional, alternative method of voting and that current restrictions on such voting be eliminated.  This would allow for a system of early voting prior to election day.

Sources:  [3], [4], [11], [17]

Ballot designs for statewide and national elections need to be reviewed so that voters clearly understand the ballots and can properly execute their votes.

Sources:  [4], [9], [11], [14]
10. Congress should fund the development of voluntary management practices standards for each voting system.

Sources:  [1], [5], [13]

11. States should insure accessibility for the disabled at voting locations and guarantee secrecy and independence when voting.

Sources:  [6], [7], [10]

12. States should examine viable options for using provisional ballots so that voters whose eligibility is in question at the polling place on election days can submit votes in appropriate races subject to verification of their eligibility.

Sources:  [4], [9], [16]

13. States should collect data and election information on a regular and consistent basis to provide a nexus for public consumption and systemic improvements.  This might include a database of types, brands, and statistics on under- and over-votes for each type of voting system used in the U.S.

Sources:  [1], [5]

14. States should, in a recount, use manual counting for only those ballots that could not be clearly read by machine.

Sources:  [4], [5]

15. States should establish uniform recount procedure for statewide and Federal offices.

Sources:  [13], [15]

16. States should adopt and adhere to the Voluntary Federal Voting Systems Standards for Voting Systems.

Source:  [1]

17. Voluntary standards should be developed to address operational functions associated with voting systems, including such functions as acquisition, installation, testing, training, administration, and maintenance of existing and new systems.

Source:  [2]

18. The Federal Government should declare the general election day a national holiday, and that Veteran's Day should also be observed on this day.

Source:  [3]

19. Congress should require uniform closing times or the counting of votes simultaneously in all time zones for presidential elections.

Source:  [4]

20. The number of issues placed on punch card ballots needs to be limited, and there needs to be fairer and more neutral ballot language

Source:  [3]

21. Congress should promote intergovernmental cooperation and communication among state and local election officials to facilitate the maintenance of accurate voter registration rolls.

Source:  [1]

22. The National Voter Registration Act of 1993 should be amended to require states to permit individuals to register to vote in an election for Federal office on the date of the election. 

Source:  [8]

23. Florida should certify a uniform voting system for use throughout the state in the 2002 statewide election cycle that meets both Florida’s “Voting Systems Standards” and “user standards” such as low voter error rates compared to other equipment; ease of set-up, use, voter error corrections, and maintenance; documentation for vote-auditing purposes; cost; and availability. The state-certified “marksense” voting system with precinct level tabulation currently meets all of these standards (both the “Voting Systems Standards” and “user standards”) and that no other system currently is certified that meets all of the   standards.

Source:  [4]

24. Maryland should move toward the selection and certification of a uniform, mandatory voting system for use in all polling places (Direct Recording Electronic preferred, with capability of creating a paper record of all votes cast) in all jurisdictions and a uniform absentee voting system (optical scan preferred) in all jurisdictions.

Source:  [9]

25. States should encourage the adoption and enforcement of non discriminatory election day rules and procedures to ensure equal treatment of all voters, including elderly, disabled, minority, military, and overseas citizens.

Source:  [1]

26. States should establish a clear threshold for invoking any automatic manual recount process.

Source:  [4]

27. Florida should clarify the grounds for contesting an election.

Source:  [4]

28. States should not certify election before all recounts required by law are completed.

Source:  [5]

29. Florida should expand the time between elections and the certification of election results.

Source:  [4]

30. Georgia's voting system should accommodate the needs of language minorities.

Source:  [11]

31. Iowa should develop a new statewide, integrated, PC based voter registration and elections computer system.

Source:  [12]

32. Security standards need to be developed at the national level for Internet-based online voting.

Source:  [13]

33. Oregon should continue to conduct all recounts by hand count.

Source:  [16]

Sources

[1]
National Association of Secretaries of State, Election Reform Resolution, February 6, 2001,

http://nass.stateofthevote.org/pubs/pubs_electionres.html
[2]
National Association of State Election Directors, Resolution in Support of Federal Election Commission Appropriation Request, February 4, 2001,

http://www.nased.org/Resolution01.pdf
[3]
Blunt Commission to Review Missouri's Election Statutes, January 26, 2001,

http://mosl.sos.state.mo.us/sos-elec/bluntcommission/reporttoc.html
[4]
Revitalizing Democracy in Florida, the report of the Governor's Select Task Force on Election Procedures, Standards and Technology, March 5, 2001,

http://www.collinscenter.org/info-url2660/info-url.htm
[5]
R. Doug Lewis, Washington Post Outlook Section, p. B01, December 24, 2000,

http://www.electioncenter.org/
[6]
President Bush's New Freedom Initiative,

http://www.whitehouse.gov/news/freedominitiative/freedominitiative.html
[7]
Senate Bill S 511 IS, (introduced 3/2/1999), Latest Major Action: March 2, 1999, Referred to Senate committee

[8]
House of Representatives Bill H. R. 2864, Same Day Voter Registration Act of 1999 (introduced September 14, 1999); Latest Major Action September 14, 1999, Referred to House committee

[9]
Report of the Governor's Special Committee on Voting Systems and Election Procedures in Maryland, February, 2001

http://www.sos.state.md.us/sos/admin/pdf/reportall1.pdf
[10]
House of Representatives Bill H. R. 1151 1H, Voting Opportunity Through Technology and Education Act of 2001 (introduced March 21, 2001)
[11]
The 2000 Election: A Wake-Up Call for Reform and Change (Georgia Secretary of State report), February 2, 2001,

http://www.sos.state.ga.us/pressrel/2000_election_report.htm
[12]
Iowa’s Election 2000: Facts, Findings, and Our Future, March 12, 2001,

http://www.sos.state.ia.us/pdfs/ElectionReport.pdf
[13]
Kansas Secretary of State’s Six-Point Election Improvement Plan, February, 2001,

http://nass.stateofthevote.org/Issues/elections_KS.html
[14]
Kentucky Secretary of State's Ten-Point Plan To Improve Elections, April 2001,

http://www.sos.state.ky.us/NEWS/RELEASES/electionreforms.htm
[15]
Minnesota Secretary of State Proposes Election Reform, February 7, 2001,

http://www.sos.state.mn.us/office/020701Press.html
[16]
Report of the Oregon Elections Task Force, February 6, 2001,

http://www.sos.state.or.us/elections/other.info/task.pdf
[17]
Secretary of State's Review of Vermont's Election Administration and Proposals for Improvement, January 12, 2001,

http://www.sec.state.vt.us/elections/memo01.html
Appendix 3 Security in the Voting Model

5.2.1 Introduction

While there are differences between ideas abstracted in our Voting Process Model and ideas abstracted from other models such as those used for sensitive financial systems, the security aspects of both are similar; we can draw upon the lessons-learned from other experiences.  These aspects include the security policy designed to outline the protection rules; the security management strategies designed to implement the security policy; and, the technology designed to safeguard the system through a set of security services and the mechanisms that implement the services to maintain high confidence in the system.

For example, in a sensitive financial services model, a security policy states that a high degree of certainty is required to authenticate banking employees with access to large cash transfers.  A management practice enforces this policy by requiring a fingerprint, a password and a smart card before access is granted.  Appropriate technology is required to implement the authentication service by scanning the fingerprint, verifying the password and reading the smart card.  We might not expect a voting system security policy to be this strict for an election official with access to a voter registration list update program; but, we might require the official to supply a simple user “id” and password if the policy suggests a weaker authentication requirement.  Likewise, an election official might require a voter only to present some form of identification such as a driver’s license before registering.

We use our Voting Process Model to identify where security services are best applied and what security mechanisms are best used to implement those services.  The model facilitates a general discussion for selecting, maintaining and operating the voting machines, computer equipment, networks and telecommunications infrastructure used by many states and local jurisdictions that support the model’s abstractions – Register Voters, Select Voting Technology, Set Up Balloting, Conduct Vote, Count Vote and Certify Vote.  And, the model facilitates a discussion of the security and privacy issues associated with the people that use the voting system – the voters as well as the election officials charged with conducting the end-to-end election process. 

While our model facilitates a discussion of security policy and management practices, our model does not help in determining what the policy should be or what “best” practices are appropriate.

The policies and practices must be identified by local jurisdictions.  This is because voting systems across the country are composed of many different technologies at varying degrees of sophistication ranging from paper ballots and cardboard boxes to computers with advanced network interconnections.  Usually, before a security policy is developed or an existing policy is modified, a risk assessment to the known threats to the information is conducted.  In addition, a vulnerability analysis considers possible system security shortfalls before election day so that potential problems can be fixed or patched.  The outputs of these assessments and analysis along with numerous security guidelines and best practices help administrators and election officials secure the end-to-end voting system.

NIST has published many security standards and guidelines for advising Federal agencies on appropriate “best” practices in a number of select security areas.  These publications are available from NIST’s Computer Security Resource Center’s publication library on  line at http://csrc.ncsl.nist.gov/publications/ .  An annotated bibliography of all available security bulletins, Federal Information Processing Standards, Special Publications and Interagency Reports is also available on line at http://www.nist.gov/itl/lab/L91-10-001.pdf .

5.2.2 Security and Privacy in The Top Level View 

Our top level model view shows actions that are performed in process boxes – “Select Voting Technology,” ..., “Conduct Vote” and so forth (see figure 1).  In many of these process boxes, computer technology is deployed to create, manage, transmit or calculate information ultimately resulting in a certified election winner.  Rather than repeat security considerations each time a computer is employed within these process boxes, we can identify the most important security issues for consideration within the process box.  Sometimes this is explicit.  For example, the process “Conduct Vote” includes “Verify Voter Identity” and “Authorize Voter To Vote.” Clearly these process steps are security relevant.  Other more subtle implicit security concerns need emphasis since they are intrinsic to the process but not described in our model as part of the process.  For example, anonymity, voter privacy (the concept of a “secret” ballot) and coercion is not explicitly stated in the “Conduct Vote” process box.

The top-level view includes an “Archive” process receiving inputs from all the processes involved.  The security aspects of “Archive” are numerous and not addressed explicitly in our model.  To the extent that physical security protections are needed for the archive, little is said.  Again, we assume that physical protections are in place for the archive store and the building in which it resides or the vehicle used to move it should that become necessary.  More likely than not, archived data is a mix of artifacts such as punch card ballots and electronic information such as computer files of voters on a registration list or certification test results for equipment used in the election.  Again, our security focus is on electronic information and the protections needed to control access, and to prevent unauthorized modifications, additions or deletions to the archive.

5.2.3 Security in the Detail Level of the Model

To help map security functionality into the detailed processes found in the detail level of the model, the following tables are introduced.  Table 1 lists the security services and some example mechanisms for implementing the service.

	Security Services and Mechanisms

	Explicit Security Service
	Example Mechanisms to Implement Service

	Integrity
	Digital Signatures, Message Authentication Codes

	Confidentiality
	Cryptography, Private Room, Curtains around a polling machine

	Authentication 
	Biometrics (something you are), Tokens (something you have), Passwords (something you know), Public Key Infrastructure, Digital Signatures

	Access Control

	Access Control Lists (e.g. voter registration list), Cryptographic Key Management

	Non-Repudiation
	Digital Signature

	Intrinsic Security Services
	

	Trusted hardware/software
	Common Criteria, Testing, Malicious Code Detection (virus scanner), Configuration Management

	Event Detection
	Intrusion Detection

	Security audit Trail
	Archive


Table 5‑1 -- Security Services and Mechanisms
Integrity – A service that protects information from being corrupted either by accident or by deliberate tampering.  Corruption implies unauthorized modification, deletion, addition or, reordering of data.  For example, this services guarantees that the voter registration list is, and remains accurate.  This services also guarantees that tallied votes are summed and reported properly.  Also, this service guarantees that archived data has not been altered.

Confidentiality – A service that protects information from being disclosed or revealed to anyone not authorized to have the information.  For example, this services guarantees that a voter casts a secret ballot;  the security policy states that no one is authorized to know who the voter voted for.

Authentication – A service that gives assurance of identity.  It is the means of gaining confidence that people or things are who or what they claim to be.  For example a poll worker has assurance of the identity of the voter.  Similarly, the precinct supervisor has assurance that the poll worker is who he claims to be.  Also, this service applies to things such as the software executing on the election equipment.

Access Control – A service that enforces authorizations granted by a security policy.  For example, a role based access control policy insures that only appointed officials can make entries in the election archive.   

Non-repudiation – A service that provides protection against denial that something occurred.  For example, a voter registration authority acknowledges a voter as being properly registered before an election.  On election day the authority denies that the voter is actually registered.  The non-repudiation service provides irrefutable evidence that the voter is registered.

Trusted Hardware and Software – An intrinsic security service that speaks to the issue of assurance.   The design is adequate and appropriate and the implementation is correct. Implied is the notion that the product has been tested against some criteria.  Usually, the criteria determine the trustworthiness of the product.  The product also does not do more or does not perform additional functions that could be deleterious to the products needs.  For example, there is assurance of the absence of a computer virus or other malicious code.  

Event Detection – An intrinsic security service that enables attempts to subvert the system to be detected and reported.  (The event detection service itself must not be subverted).  For example, a hacker’s attempt to modify a voter registration list must be detected.

Security Audit Trail – An intrinsic security service that “logs” security events in the archive.  For example, Log files of election officials who access the voter registration list are written to the archive.

Security Mechanisms in detail level of the model – While detailed implementations of each security mechanism go way beyond the scope of this report, some explanatory notes are warranted.   The most important mechanism for electronic information security is cryptography.  Each explicit security service can be implemented with it.  Cryptography takes readable data or “plain-text” and scrambles it to produce unreadable data or “cipher-text.”  Cipher-text can itself be (re)scrambled to produce the (descrambled) original plain-text; so, the operation is reversible.  To accomplish this scrambling and descrambling, a special number called a key combines with the data to produce the result.  A mathematical process called an encryption algorithm combines the key and the data.

Confidentiality service is implemented with cryptography by combining the plain-text data that needs protection with a key to produce the cipher-text.  Since the cipher-text is scrambled data, it is protected from disclosure to unauthorized eyes.  The authorized recipient uses the same key and the cipher-text to recover the plain-text.

Working together with another specialized mathematical function called a “hash function,” cryptography can produce a digital signature. This powerful mechanism implements integrity, authentication and non-repudiation service at the same time.

The hash function takes any length of data and produces a fixed size number called the “hash.”  The hash becomes the plain-text for an encryption algorithm.  Imagine an encryption algorithm that uses two keys, a public key and a private key.  Let us suppose that the private key encrypts the hash and the public key decrypts the hash.  The encrypted hash is the digital signature.

Now, let us suppose the private key is never revealed to anyone and is only used by the owner of the data.  Let us also suppose that the public key is made available to everyone.

Integrity service is implemented by hashing a file that needs corruption protection from either accidents or deliberate tampering – for example, a file containing final vote count information.  The hash is “signed” with the private key of the election official.  The file and the digital signature are sent to the certification board where the count’s hash is recomputed.  Also, the digital signature, sent with the file, is “descrambled” using the election official’s public key.  The descrambled hash is then compared with the recomputed hash.  If the two hash values agree, the count file is guaranteed to be corruption free.

Authentication service is implemented in a similar way.  Here two different key pairs are used.  One unique key pair is assigned to the user and the other unique key pair is assigned to a trusted third party or organization such as the state’s election board.  Each user, has a special data file called a certificate.  The certificate contains information identifying the individual such as a name, address and other unique attributes.  The certificate also contains the user’s unique public key.  The certificate is then digitally signed by the trusted third party.  By digitally signing the electronic equivalent to an entry form, the user is authenticated by verifying the digital signature with the user’s public key obtained from the certificate.  Since the trusted third party signed the certificate, the confidence that person is who he claims to be is only as good as the confidence in the trusted third party’s ability to validate that the person is who he claims to be.

Non-repudiation service takes advantage of the fact that the private key remains protected and available only to the owner of the private key.  So, if a digital signature is created, only the owner of the private key could have created it.  It is impossible to forge.  Therefore, possession of a digitally signed document is irrefutable evidence that the document was actually signed by the owner of the private key.

One important application of these techniques is to authenticate that software modules used in voting systems and applications are what they claim to be.  In particular, it is possible to create a certificate for a software module and authenticate the software before executing it.  It is also worth noting that many Government agencies use this technology to authenticate users with access to government computer equipment.  Also, many large financial institutions use this technology to authenticate banking officials with access to corporate computing resources.

It is clear that the use of public key cryptography requires a significant infrastructure including a trusted third party, the ability to generate and manage key pairs for large numbers of users and things and the ability to create and manage certificates.  This infrastructure is often referred to as a Public Key Infrastructure or PKI.

Table 1 lists the processes identified in the detail level of the model.  Where appropriate, the security service is marked for use in that process.  A particular security policy identifies the specific implementation details for the actions taken in the process model for each process box.  Included in the table are the security services that seem appropriate for the process.

	Model Processes and Security Service to Needed to Implement Them

	Process
	Security Service

	Select Voting Technology
	Trusted Hardware/Software

	define needs and requirements
	Integrity and Reliability



	develop new technology
	

	evaluate and select technology
	

	retain existing system
	

	procure and test new system
	

	Set Up Balloting
	

	design tools for voters
	Integrity

	set up tools
	Configuration Management

	educate voters
	(Possible Background Checks)

	set up logistics
	(Physical Security)

	Register Voters
	

	apply for registration
	Integrity, confidentiality

	process application
	Integrity, confidentiality, non-repudiation

	maintain registration list
	Integrity, confidentiality

	send registration card
	non-repudiation

	prepare polling place lists
	Integrity and availability

	issue polling place notice
	Integrity and availability

	Conduct Vote
	

	identify voter
	Authentication

	authorize voter
	Authorization

	select vote
	Confidentiality

	confirm vote
	Confidentiality, integrity

	new selections
	Integrity

	discard/reject
	Integrity

	acknowledge vote
	Non-Repudiation

	Recount
	

	determine scope
	Integrity

	retrieve votes
	Integrity

	Count Vote
	

	read and interpret the vote
	Integrity

	check validity of votes
	Integrity

	resolve disputed vote
	Integrity

	count the vote
	Integrity

	authenticate and sum reported counts
	Access Control, Integrity

	Certify Vote
	Authentication, Access Control

	Archive
	


Table 5‑2 Model Process and Security Service

Each place in the model where people are asked to do something with a computer there is an identification and authentication mechanism employed.  The security policy determines how much assurance is required for the authentication part of the process.  Our model lacks the personification required to explicitly state this service for each process.  For example, the “Count the Vote” process in Count Vote doesn’t say who counts the vote.  An authentication service is important if the security policy states that the authenticated person has authorization to report the count.  These kinds of subtleties could easily lead to confusion in understanding the security with respect to our evolving model.
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Changes:

4/20: Changed “Tally the Valid Votes” to: “Count Valid Votes”: simplifies, uses same terms as in other slides.

This slide and the following one were chosen because we don’t like having a slide that has both “Retrieved” and “Submitted” votes on one slide.. That does not work visually.
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